Capturing HTTP Request Packets With WireShark

Installing the WireShark Packet Sniffer
1. Use your virtual machine/.

2. Open Internet Explorer and go to WireShark.org
3. At the top left of the WireShark main page, click the Download link.

4. In the Download a stable release section, click the SourceForge.net link.  Find any location in the USA and click the Download link.

5. In the Information Bar box, click OK.

6. Click in the Information Bar at the top of the Internet Explorer window, and click on Download File.

7. In the File Download – Security Warning box, click Run.

8. In the Internet Explorer – Security Warning box, click Run.

9. In the WireShark Setup Wizard box, click Next.  Click through the installer screens accepting all the default selections.

10. When a WinPCap Setup box appears, click Next.  In the next screen, click I Agree.  At the Completing screen, click Finish.  (WinPCap is a program that captures packets so WireShark can analyze them, so you need to install it.)

11. When the WireShark Setup screen says Installation Complete, click Next.  At the Completing screen, click Finish.

Viewing a Web Page and Deleting Temporary Internet Files
12. Open Internet Explorer and go to samsclass.info
13. In the Internet Explorer window, click Tools, Internet Options.  On the General tab, in the Temporary Internet Files section, click the Delete Files button.  In the Delete Files box, check the Delete all offline content box and click OK.  In the Internet Options box, click OK.

14. Now all local copies of Web pages have been deleted, so when you refresh this page later, we will be able to see the whole thing load from the Web server.

15. Resize the Internet Explorer window so it’s visible, but out of the way on the screen.
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Capturing Packets with WireShark
16. Click Start, All Programs, WireShark, WireShark.
17. In the The WireShark Network Analyzer window, point to the upper-left button.  A yellow ScreenTip appears, saying List the available capture interfaces… as shown to the right on this page.  Click that button.

18. An WireShark: Capture Interfaces window opens, as shown below.  If more than one interface is shown, find the interface with an IP address starting with 192.168 – that’s the interface that goes to the Internet.  Click that Start button. 
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Ethernet TI, Src: 192.168.2.203 (00:80:ad:74:ce:6h),
Internet protocol, src: 102.168.2.203 (192.168.2.203),

Hypertext Transfer protocol
S GET / HTTR/L.INF\n
Reguest Method: GET
RequasT URI: /
Reguest Version: HTTR/L.1
Accept: %/\r\n
Accept-Language: en-us\r\n
Accept-gncoding: gzip, deflate\r\n
User-agent: Mozil1a/4.0 (compatible; MSIE 6.0; windows NT 5.1; Svi;
HosT: samsclass.info\rin
Connection: Keep-Alive\r\n

DsT: 192.168.2.1 (00:30:bd:02:ed:7h:
Dst: 82.165.134.55 (82.165.134.55)
Transmission Contral Protocal, Src Port: 1272 (1272), Dst Port: http (80), seq: 1, Ack: 1, Len: 430

JNET CLR 1.1.4322;

NET CLR 2.0.507

Cookie: _utma=180743333.1050280771.1133884025. 1145875437, 1145879250, 100; __utmh=180743333; __utmz=1807

\r\n
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In the Internet Explorer window, click View, Refresh.  This requests a fresh copy of the Web page from the server.
20. The WireShark: Capture window should show some packets captured, as shown to the right on this page.  When I did it, I captured 135 packets, but you may see a somewhat different number because of random additional network traffic.  Click the Stop button.

21. The (Untitled) – WireShark window now shows the details of the captured packets, as shown below on this page.  Look in the Protocol column for HTTP packets.  Find the HTTP packet that says [image: image3.png]Coptured Packets
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GET / HTTP/1.1 in the Info column.  It’s packet number 4 in the capture shown below.
22. In the upper pane of the WireShark window, click GET / HTTP/1.1 to highlight it.  The middle pane now shows details of this packet, as shown above.  (The bottom pane shows the raw packet byte-by-byte, which is confusing, so ignore it.)  

23. In the middle pane, click the + sign to the left of the label Hypertext Transfer Protocol to expand it, as shown above.  Note that the Host: is samsclass.info – the URL of the page you are viewing.  This packet is requesting a copy of my Web page from my Web server.

24. After the request, the Web server sends an acknowledgement packet with protocol TCP and Info of http > 1272 [ACK] as shown in packet 5 in the figure above on this page.  The 1272 is a local port number and will be different on your machine.  Find the acknowledgement packet in your (Untitled) – WireShark window.

25. After the acknowledgement frame, there are several TCP packets with Info of [TCP segment of a reassembled PDU].  These packets contain the HTML that makes up the Web page.  Find the corresponding packets in your (Untitled) – WireShark window.
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