
Project 3: Sniffing for Passwords with Wireshark
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What You Need for This Project
· A computer running any version of Windows, with Internet access.  You need administrator privileges.  

Installing the Wireshark Packet Sniffer

1. Open a Web browser and go to WireShark.org
2. Download and install the latest version of Wireshark.  The installer will also install WinPCap.

Starting a Packet Capture 

3. Click Start, All Programs, Wireshark, Wireshark.

4. From the Wireshark menu bar, click Capture, Interfaces.  
5. In the "Wireshark: Capture Interfaces" box, find the Interface with an IP address starting with 192.168.1.  In the example as shown below on this page, it's the top one.  This interface should show some packets passing through it, because it's connected to the network.  Click the Start button in that interface’s line.
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6. You should see packets being captured and scrolling by, as shown below on this page.  Every packet sent from or to your machine is shown here.  But it shows a lot more information than you usually want to know.
[image: image3.jpg]Time Source Destination Protocol  Info

6912.024104  2wire_7b:81:99 Broadcast ARP Who has 192.168.1.717 Tell 192.168.1.254
70 12.064858  192.168.1.64 239.255.255.250 uop source port: dcutility Destination port: us-cli
7112371550  192.168.1.109 192.168.1.78 SSDP  HTTP/L.1 200 OK

72 13.026466  2wire_7b:81:99 Broadcast ARP who has 192.168.1.72? Tell 192.168.1.254

73 14.027081  2wire_7b:81:99 Broadcast ARP who has 192.168.1.72? Tell 192.168.1.254

74 14.51958 21eb: ££02::c SSDP_ M-SEARCH * HTTP/1.1

UDP. Source port: pnrp-port Destination port: pnrp-por
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Sending a Test Password to Wikipedia
7. Open Firefox and go to wikipedia.com
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Click English
9. On the top right of the screen, click "Log In".

10. Enter a Username of joe and a Password of topsecretpassword as shown to the right on this page.  
11. Do NOT put in your real user name and password!  As you will see, this Web page is not secure.  After this lab, you might not want to use it anymore!
12. Click the "Log In" button.  If you see a message asking whether to remember the password, click "Not Now".  

13. In the Wireshark window, box, click Capture, Stop.  
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14. In the Wireshark window, box, click Edit, "Find Packet".  

15. In the "Wireshark: Find Packet" box, click the String button.  Enter a search string of secret, as shown to the right on this page.  Click Find. 

16. Wireshark finds the text.  It highlights a packet with a Protocol of HTTP, as shown below on this page.
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In the bottom pane of the Wireshark window the raw packet data is shown in hexadecimal on the left and in ASCII on the right.  The password is visible on the right side, as shown in the figure below.
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No.. Time Source. Destination Protocol Info a

.825277 192.168. 208.80.152.201 Tcp 50074 > http [Ack] Seg=l Ack=1 Win=65536 [TCP CHECKSUM INCOF

HTTP  POST /w/index. php?title=special:userLogingaction=submitlogir

Frame 8 (161 bytes on wire, 161 bytes captured)
Ethernet I1, src: supermic_82:11:bd (00: c (00:24:25:6f :ac:50)
Internet Protocol, Src: 192.168.3.6 (192.168.3.6), Dst: 208.80.152.201 (208.80.152.201)
[Transmission Control Protocol, src Port: 50074 (50074), Dst Port: http (80), Seq: 941, Ack: 1, Len: 107
© Hypertext Transfer Protocol
© bata (107 bytes)
Data: 77704E616D653D6A6F6526777050617373776F72643D746F .. .

0000 00 24 a5 6f ac 5c 00 30 11 bd 08 00 45 00
0010 00 93 OC 30 40 00 80 06 <0 a8 03 06 do 50
0020 98 €9 c3 9a 00 50 40 1a dc

0030 01 00 2d 4e 00 00 3
0040 F3 50
0050
0060
0070
0080
0090
0020

50,0 H..
Loa. .

| Data (data.data), 107 bytes Packets: 33 Displayed: 33 Marked: 0 Dropped: 0 Profile: Default






Saving the Screen Image
18. Make sure the captured password is visible in the Wireshark window.

19. Press the PrintScrn key in the upper-right portion of the keyboard.  

20. Click Start and type in Paint.  Click Paint.
21. Press Ctrl+V on the keyboard to paste the image into the Paint window.  Save the document with the filename Your Name Proj 3.  Close Paint.
Starting Another Packet Capture 

22. From the Wireshark menu bar, click Capture, Start.  

23. A bob pops up asking "Save capture file before starting a new capture?"  Click "Continue  without saving".

Using a Secure Password Transmission

24. In Firefox, go to gmail.com.  Log in with the fake name JoeUser and password topsecretpassword, as shown to the right on this page.
25. In the Wireshark window, box, click Capture, Stop.  

Observing the Password in Wireshark

26. In the Wireshark window, box, click Edit, "Find Packet".  

27. In the "Wireshark: Find Packet" box, click the String button.  Enter a search string of secret.  Click Find. 

28. A box pos up saying "No match found!", as shown to the right on this page.  The password cannot be found because Gmail encrypts it before transmitting it. 

Turning in your Project

29. Email the image to me as an attachment to cnit.120@gmail.com with a subject line of Proj 3 From Your Name.  Send a Cc to yourself.

Last modified 1-16-12
LEGAL WARNING!


Use only machines you own, or machines you have permission to hack into.  Hacking into machines without permission is a crime!  Don’t do it!  If you do illegal things, you may be arrested and go to jail, and I will be unable to save you.  These instructions are intended to train computer security professionals, not to help criminals.
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