Ch 16: Viruses

Ch 16a: Viruses
Q1: What was the first virus, and when did it appear?
A1: Erik Cloner on Apple II disks, in 1981.



Q2: What was the first virus that infected PCs, and when did it appear?
A2: The Brain boot sector virus, in 1986.



Q3: What was the first virus creation kit, and when did it appear?
A3: The Virus Creation Laboratory in 1992.



Q4: What was the first toolkit to turn any virus into a polymorphic virus, and when did it appear?
A4: The Dark Avenger Mutation Engine (DAME) in 1992.



Q5: What was the first Linux virus, and when did it appear?
A5: Staog, in 1996.



Q6: What was the first trojan remote administration tool, and when did it appear?
A6: Back Orifice, in 1998.



Q7: What are the three ways a virus hides itself from detection?
A7: Encrypts itself, alters the disk directory, or redirects disk data.



Q8: What is a file virus?
A8: A file virus attaches itself to an application program, and runs when the program is executed.



Q9: What is a boot sector virus?
A9: A boot sector virus infects the boot sectors of a floppy or hard disk, and executes when the PC is booted up.



Q10: What makes worms different from viruses?
A10: Worms spread through email or other networking connections, don't attach to files, and are more easily removed. Viruses attach to executable files and can only spread when an infected file is executed.



Q11: What is a logic bomb?
A11: A logic bomb resides in a device inactively. After it is triggered by an event it performs a destructive action.



Q12: What is a trojan?
A12: A trojan is a small destructive program that runs hidden on an infected computer.



Q13: What is a polymorphic virus?
A13: Polymorphic viruses change their code each time they infect, to confuse antivirus software.



Q14: What is a cavity virus?
A14: A cavity virus stores code in empty space within a file without changing the file's size.



Q15: What is a tunneling virus?
A15: A tunneling virus attempts installation beneath the antivirus program by directly intercepting the interrupt handlers of the operating system to evade detection.
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Q1: What is a shell virus?
A1: A shell virus forms a layer around the host program's code, making itself the original program and the host code its subroutine.



Q2: What is an add-on virus?
A2: Most viruses are add-on viruses. They append code at the beginning of the host code without making any changes to it.



Q3: What is an intrusive virus?
A3: Overwrites the host code partly, or completely, with viral code



Q4: What is a direct or transient virus?
A4: Unlike TSR viruses, direct or transient viruses transfer control to the host code where it resides.



Q5: What is a Terminate and Stay Resident (TSR) virus?
A5: Unlike direct or transient viruses, TSR viruses remains permanently in memory, even after the target host program stops. They can be removed only by rebooting the system.



Q6: What is a stealth virus?
A6: Stealth viruses evade anti-virus software by intercepting its requests to the operating system. Rootkits commonly place stealth viruses onto systems.



Q7: What is a Bootable CD-ROM virus?
A7: A new type of virus that destroys the hard disk data content when booted with the infected CD-ROM. No antivirus can stop this.



Q8: What is a Sparse Infector Virus?
A8: A sparse infector virus infects only occasionally (e.g. every tenth program executed)



Q9: What is a Companion virus?
A9: A Companion virus creates a companion file for an executable file, such as notepad.com. Typing the name of the executable file at a DOS prompt will execute the companion virus instead.



Q10: What is a File Extension virus?
A10: File extension viruses have double file extensions like .txt.vbs. The I Love You worm used this technique.



Q11: What are the three Virus Detection Methods?
A11: Scanning for virus signatures, Integrity Checking to see if disk sectors files have changed, and Interception of dangerous actions, like Vista's User Account Control.



Q12: What is Sheep Dip?
A12: A computer that is isolated from a business core network, used to screen incoming files and messages for viruses. 
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