Ch 18: Linux

Ch 18a: Linux
Q1: What files store user names, passwords, and groups in a Linux system?
A1: /etc/passwd, /etc/shadow, and /etc/group



Q2: What are the three types of users in Linux?

A2: root, system, and normal



Q3: What is the user id of the root user?

A3: In /etc/passwd, root has user id 0.



Q4: What is the purpose of the /etc/securetty file?
A4: The /etc/securetty file is used to determine which TTY devices the root user is allowed to log in to.



Q5: What is the purpose of the chroot command?
A5: Chrooting limits a user's access to a "jail"--a specified directory and its subdirectories. The chrooted user can't change the real system files, and can only use copied files.



Q6: List three ways to prevent buffer overflow attacks?
A6: Use a compiler like StackGuard that hardens programs against stack smashing attacks by using "canary code" to detect them, use libraries like Libsafe that replace vulnerable functions with safe ones, or use the non-exec Stack Kernel Patch that makes the stack non-executable.



Q7: What is the most popular port scanner?
A7: Nmap



Q8: What is a popular network scanner and vulnerability tester?
A8: Nessus



Q9: What is Cheops?
A9: A network management tool for mapping and monitoring the network.



Q10: Name some port scan detection tools:
A10: Loaxon, Scanlogd, PortSentry, and LIDS



Q11: Name some password crackers:
A11: Crack, Xcrack, John the Ripper, Viper, and Slurpie



Q12: What is IPTables?
A12: IPTables is a Linux firewall, with many advanced features, including stateful packet inspection, NAT, and rate-limited connections.



Q13: What are the two tables of rules in IPTables?
A13: filter and nat



Q14: What are the five built-in chains in IPTables?
A14: INPUT, OUTPUT, FORWARD, PREROUTING, and POSTROUTING.



Q15: What command shows all rules currently loaded into the filter table?
A15: iptables --list



Q16: What is addjailsw?
A16: Addjailsw is a tool that helps automate the creation of jail chroots. Similar programs include Cell and Zorp's Jailer.



Ch 18b: Linux
Q1: What security settings are available in the /etc/sysctl.conf file?
A1: Routing triangulation, redirects, ICMP redirects, Ping broadcasts, DOS protection, and others.



Q2: What is SARA?
A2: Security Auditor's Research Assistant is a third-generation Unix-based security analysis tool that supports the FBI Top 20 Consensus on Security. It's the upgrade of SATAN.



Q3: What is netcat?
A3: The TCP/IP swiss army knife. It's a Unix utility that reads and writes data using TCP or UDP, creating almost any kind of connection.



Q4: What is tcpdump?
A4: A powerful tool for network monitoring and data acquisition which allows you to dump the traffic on a network. 



Q5: What is Snort?
A5: Snort is a flexible packet sniffer/logger that detects attacks. Snort is a lightweight network intrusion detection system.



Q6: What is SAINT?
A6: Security Administrator's Integrated Network Tool is a security vulnerability and assessment tool based on SATAN.



Q7: What is Ethereal?
A7: Ethereal (now named WireShark) is a Unix protocol analyzer (sniffer). It displays packet captures in a powerful graphical interface.



Q8: What is Abacus Port Sentry?
A8: Abacus Port Sentry is an open source package that monitors the network interface and interacts with the firewall code to fend off an attack during an attempted port scan. However, if it is not configured properly an attacker can use it to perform a denial of service attack on your network.



Q9: What is Dsniff?
A9: Dsniff is a collection of tools for network auditing and penetration testing. It can defeat layer-2 switching.



Q10: What is Hping2?
A10: hping2 is a tool that can send custom ICMP/UDP/TCP packets and display target replies, like ping. It can handle fragmentation, and is useful to test firewall rules.



Q11: What is Sniffit?
A11: Sniffit is a packet sniffer and monitoring tool for TCP/UDP/ICMP packets. It has flexible filtering capabilities, and is a very common attack tool.



Q12: What is Nemesis?
A12: Nemesis is a command-line packet injection utility for Unix and Windows. With Nemesis, you can inject packet streams from simple shell scripts.



Q13: What is LSOF?
A13: lsof is a Unix/Linux command that lists open files and communications open by each process.



Q14: What is IPTraf?
A14: A Linux IP traffic monitor that shows information on the IP traffic passing over your network. Supports many protocols and interfaces.



Q15: What is LIDS?
A15: Linux Intrusion Detection System is a kernel patch and admin tool that implements Mandatory Access Control. That can protect the system against root intrusions.



Q16: What is Hunt?
A16: Hunt is a session hijacking tool that uses ARP spoofing, so it avoids ACK storms. ACK storms are caused by unexpected acknowledgements from injected packets, and can disrupt networks.



Q17: What is TCP Wrappers?
A17: TCP Wrappers allows the user to filter incoming requests for network services with /etc/hosts.allow and /etc/hosts.deny entries.



Ch 18c: Linux
Q1: What are LKMs?
A1: Loadable Kernel Modules are code loaded dynamically into a kernel without recompilation. They are used for device drivers, but are also used by rootkits.



Q2: What is the purpose of a rootkit?
A2: Rootkits add sniffers, backdoors, and log cleaners to the system. They also hide themselves and other files and network connections.



Q3: What is lrk4?
A3: Linux Rootkit IV is a famous rootkit program written by Lord Comer in 1998.



Q4: What are Knark and Torn?
A4: Knark and Torn are Linux rootkits. Knark is LKM-based. Torn was precompiled and allowed the user to define a password.



Q5: Name some tools specifically designed to detect rootkits.
A5: Chkrootkit, Rkdet, Rootkit Hunter, Carbonite, Rscan



Q6: What is Tripwire?
A6: Tripwire is a system integrity check tool. It first creates a database of cryptographic sums for each file, and alerts the Administrator if any of those files change.



Q7: What is DTK?
A7: Deception Toolkit is a set of false daemons and services designed to waste an intruder's time.



Q8: What is Whisker?
A8: Whisker is a CGI vulnerability scanner.



Q9: What is Flawfinder?
A9: Flawfinder searches through C/C++ source code for potential security flaws.



Q10: What is StackGuard?
A10: Stackguard is a compiler that hardens programs against stack smashing attacks. Protection requires no source code changes at all.



Q11: What is AIDE?
A11: Advanced Intrusion Detection Environment is a free replacement for Tripwire. It detects changes in system files.



Q12: What is Stunnel?
A12: Stunnel allows the user to encrypt TCP connnections inside SSL on both Linux and Windows.



Q13: What is OpenSSH?
A13: OpenSSH is a program for logging into a remote machine and executing commands on it. It provides secure encrypted communications.



Q14: What is GnuPG?
A14: GnuPG is a free replacement for PGP. It encrypts data and creates digital signatures, and is often used for secure email.



Q15: What is MRTG?
A15: Multi-Router Traffic Grapher is a tool to monitor the traffic load on network links.



Q16: What are Swatch and Timbersee?
A16: Swatch and Timbersee are programs for Unix system logging.



Q17: What is LSAT?
A17: Linux Security Auditing Tool checks for security/configuration errors and unnecessary packages.
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