
Project 18: SIPVicious scanning 3CX and Asterix PBX Servers
20 points
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What You Need for This Project
· A Windows machine with Python on it, and the X-Lite softphone.  You created this machine in project 17: Fuzzing VOIP.  

· The PBX server you made in project 16 using the 3CX phone system

· A Trixbox CD or ISO

The instructions below assume you are using two Vista computers in S214.
Setting Up

1. Turn on the PBX server you set up on project 16: VoIP.  Just leave it running—this will be the Target Machine of the attacks from SIPVicious.

2. Turn on the machine you installed Python on in Project 17: Fuzzing X-Lite with VoIPER.  This machine will be the Attacker Machine. 

Downloading SIPVicious on the Attacker Machine
3. SIPVicious is a +hacking suite for VoIP, containing these four tools.

· svmap - this is a sip scanner. Lists SIP devices found on an IP range

· svwar - identifies active extensions on a PBX

· svcrack - an online password cracker for SIP PBX

· svreport - manages sessions and exports reports to various formats

4. On the Attacker Machine, open a Web browser and go to sipvicious.org
5. On the right side of the page, click "Download SIPVicious".

6. On the next page, click sipvicious-0.2.4.zip.
7. Save the sipvicious-0.2.4.zip file on your desktop.
8. On your desktop, double-click the sipvicious-0.2.4.zip file and click "Extract All…".  In the "Extract Compressed (Zipped) Folders" box, click Extract. 

9. A sipvicious-0.2.4 folder appears on your desktop.  
10. Double-click the sipvicious-0.2.4 folder to open it.  It contains a second folder, also named sipvicious-0.2.4.

Scanning for PBX Servers with svmap
11. On the Attacker Machine, hold down the Shift key and right click the sipvicious-0.2.4 folder.  On the context menu, click "Open Command Window Here".

12. In the Command Prompt window, type this command, and then press the Enter key:

svmap.py 192.168.1.1/24

That IP address range is correct for S214.  If you are working at home, your IP address range may be different.
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13. You should see your 3CXPhoneSystem PBX server detected, as shown above on this page .

Enumerating SIP Extensions with svwar
14. On the Attacker Machine, in the Command Prompt window, type this command, and then press the Enter key:

svwar.py 192.168.1.10
Replace 192.168.1.10 with the IP address of your 3CXPhoneSystem PBX server, which you just found with svmap.
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15. The response is an error message, saying "server replied with an authentication request", as shown above on this page .  It suggests using the --force option.

16. On the Attacker Machine, in the Command Prompt window, type this command, and then press the Enter key:

svwar.py 192.168.1.10 --force 
Replace 192.168.1.10 with the IP address of your 3CXPhoneSystem PBX server.

17. The response is still nothing but error messages—the PBX server is not vulnerable to this scanner.  It requires authentication, which makes sense.
Starting Trixbox-the VMware Asterix PBX Server
18. You can run Trixbox on any computer that has VMware.  It can be the Target Computer, the Attacker Computer, or any other computer on the same LAN.

19. You need the trixbox 2.0 VMware image.  I handed out CDs in class, but you can also download it from trixbox.org/trixbox-2-0-vmware-image-released
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Copy the whole CD to the hard disk.  The filenames say "Red Hat", but it is really running on CentOS Linux.

21. Start VMware Player and open the Trixbox virtual machine.  
22. Log in as root with a password of trixbox (please note that the instructions on the download page give you the wrong password).
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You should see the message "Welcome to trixbox CE", as shown to the right on this page, along with a URL to use to manage trixbox.
24. On the host Windows desktop, open a Web browser and go to the URL shown in the trixbox welcome message.
25. At the main trixbox management page, click FOP.  
26. The FOP page opens, as shown to the right on this page, showing several extensions that are already programmed into trixbox.

Scanning for PBX Servers with svmap
27. On the Attacker Machine, hold down the Shift key and right click the sipvicious-0.2.4 folder.  On the context menu, click "Open Command Window Here".

28. In the Command Prompt window, type this command, and then press the Enter key:

svmap.py 192.168.1.1/24

That IP address range is correct for S214.  If you are working at home, your IP address range may be different.
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29. You should see both your 3CXPhoneSystem and Asterisk PBX servers detected, as shown above on this page.  When I did it, I had to restart the Target Computer to make the 3CXPhoneSystem visible.
Capturing a Screen Image
30. Make sure both your 3CXPhoneSystem and Asterisk PBX servers are visible. as shown above on this page .
31. Press the PrintScrn key in the upper-right portion of the keyboard.  

32. On the host Windows system, Click Start, Programs, Accessories, Paint.  In the untitled - Paint window, select Edit, Paste from the menu bar.  

33. In the untitled - Paint window, click File, Save.  Select a Save as type of JPEG.  Save the document with the filename Your Name Proj 18a. 

Enumerating SIP Extensions with svwar
34. On the Attacker Machine, in the Command Prompt window, type this command, and then press the Enter key:

svwar.py 192.168.1.65
Replace 192.168.1.65 with the IP address of your Asterisk PBX server, which you just found with svmap.
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35. You should see several extensions located, from 200 through 204, as shown above on this page.

Cracking SIP Passwords with svcrack
36. On the Attacker Machine, in the Command Prompt window, type this command, and then press the Enter key:

svcrack.py 192.168.1.65 –u 200
Replace 192.168.1.65 with the IP address of your Asterisk PBX server.
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37. The crack should work, finding the password for extension 200, which is 200, as shown above on this page.

38. To see how the attack works, repeat it with higher verbosity.  On the Attacker Machine, in the Command Prompt window, type this command, and then press the Enter key:

svcrack.py 192.168.1.65 –u 200 -vv
Replace 192.168.1.65 with the IP address of your Asterisk PBX server.
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You can now see how the cracker works—it just tries three-digit number combinations in order until ir finds the password, as shown to the right on this page.  The cracker can also use a dictionary of passwords, but this simple attack is good enough for the demonstration accounts on your Asterisk PBX server.
Connecting to the Asterisk PBS With Stolen Credentials
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On the Attacker Machine, if X‑Lite is not running, double-click  the X-Lite icon on your desktop to start it. 

41. At the top left of the X-Lite window, click the ▼ symbol, and click "SIP Account Settings…", as shown to the right on this page.

42. In the "SIP Accounts" box, click the Properties button.

43. [image: image12.wmf]In the "Properties of Account1" box, change the User name and Password to 200
44. In the "Properties of Account1" box, in the Domain field, change the IP address to the IP address of your Asterisk PBX server.
45. In the "Properties of Account1" box, click OK.

46. In the "SIP Accounts" box, click Close.
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The X-Lite panel should now show "Ready Your username is: 200", as shown to the right on this page.  

Capturing a Screen Image
48. Make sure the "Ready Your username is: 200" message is visible, as shown to the right on this page .
49. Press the PrintScrn key in the upper-right portion of the keyboard.  

50. On the host Windows system, Click Start, Programs, Accessories, Paint.  In the untitled - Paint window, select Edit, Paste from the menu bar.  

51. In the untitled - Paint window, click File, Save.  Select a Save as type of JPEG.  Save the document with the filename Your Name Proj 18b. 

Turning in Your Project
52. Email the JPEG image to me as an attachment to an e-mail message.  Send it to:  cnit.124@gmail.com with a subject line of Proj 18 From Your Name, replacing Your Name with your own first and last name.  Send a Cc to yourself.

Sources
http://forums.remote-exploit.org/showthread.php?t=12878'
http://sipvicious.org/webcasts/sipvicious-0.2-intro/web.html
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