
Project 20: BitLocker To Go 
10 Pts


Requirements

You will need a machine with Windows 7 and a USB flash drive,.  BitLocker To Go is not available in the Vista.  

Starting Your Windows 7 Ultimate Machine
1. Start the machine and boot to Windows 7 Ultimate.  Log in with any account that has Administrator privileges, such as the Student account.  If a password is required, try P@ssw0rd[image: image1.jpg]Send Feedback (=2 ) b
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Help protect your files and folders by encrypting your drives

BitLocker Drive Encryption helps prevent unauthorized access to any files stored on the drives shown
below. You are able to use the computer normally, but unauthorized users cannot read or use your
files.

What should I know about BitLocker Drive Encryption before [ turn it on?

BitLocker Drive Encryption - Hard Disk Drives.

Windows? (0:) & Tum On BitLocker
off
Documents (F) & Tum On BitLocker
off

BitLocker Drive Encryption - BitLocker To Go

Disk Management

Turn On BitLocker




 
Starting BitLocker
2. Press the Logo key, and type in
BIT

When “BitLocker Drive Encryption” is highlighted, press Enter.
3. Insert a USB flash drive.  When it appears in the “BitLocker Drive Encryption” window, in the “BitLocker Drive Encryption – BitLocker To Go” section, as shown to the right on this page, click “Turn on BitLocker”.

4. [image: image2.wmf]In the “Choose how you want to unlock this dive” box, check “Use a password to unlock this device”, as shown to the right on this page.  Enter a password of P@ssw0rd in both fields and click Next.

5. In the “How do you want to store your recovery key?” box, click “Save the recovery key to a file”.  Click Save to save the key in the default location of Documents with the default name, which is just a long string of letters and  numbers.  Then click Next.

6. In the next box, click “Start encrypting”.  
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Choose how you want to unlock this drive

Use a password to unlock the drive

Type your password twice:

Tips for creating  strong password

[[]Use my smart card to unlock the drive

You will need to insert your smart card. The smart card PIN will be
required when you unlock the drive,

How do  use these options?
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You will see a progress bar moving, as shown to the right on this page.  
Saving the Screen Image
8. Press the PrintScrn key in the upper-right portion of the keyboard.  That will copy the whole desktop to the clipboard.

9. Click Start, All Programs, Accessories, Paint.  In the untitled - Paint window, select Edit, Paste from the menu bar.  The window image appears in the Paint window.

10. In the untitled - Paint window, click File, Save.  Save the document with the filename Your Name Proj 20a.  Select a Save as type of JPEG. 
Viewing the Recovery Key File
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BitLocker Drive Encryption Recovery Key The recovery key is used to recover the data ona -
Bitlocker protected drive.

To verify that this is the correct recovery key compare the identification with what is
presented on the recovery screen.

Recovery key identification: AA2EEDS6-4081-48
Full recovery key dentification: AAZEEDS6-4081-4B8A-9AOF-362FASFF2287

BitLocker Recovery Key:
312147-311135-328251-427834-469007-297572-420409-319066




Open the Documents folder.  Double-click the recovery key file—its filename is a long string of letters and numbers.  You should see the Recovery key, as shown to the right on this page.


Saving the Screen Image
12. Press the PrintScrn key in the upper-right portion of the keyboard.  That will copy the whole desktop to the clipboard.

13. Click Start, All Programs, Accessories, Paint.  In the untitled - Paint window, select Edit, Paste from the menu bar.  The window image appears in the Paint window.

14. In the untitled - Paint window, click File, Save.  Save the document with the filename Your Name Proj 16xb.  Select a Save as type of JPEG. 

Turning in your Project
15. Email the JPEG images to me as attachments to a single email message.  Send the message to: cnit.345@gmail.com with a subject line of "Proj 20b From Your Name", replacing Your Name with your own first and last name.  Send a Cc to yourself.

Let the Encryption Process Finish
16. If you are using a borrowed USB memory stick in the S214 lab, please let the encryption process finish.  
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