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Topics



Build on a Framework



• A software framework that supports the development of Web 
apps


• Examples

Web Framework

• Laravel


• Node.js


• Express.js


• React JS


• Angular


• Next.js

• Meteor


• Express


• Spring


• PLAY


• Vue



• Choose a high-quality framework


• Never override the safeguards it provides


• Let competent experts handle the details

Using a Framework



Guidelines



The Web Security Model



• Web server can control how they handle data


• But not how the browser does


• Browsers can be out-of-date or otherwise insecure


• Or even maliciously altering requests, as with the Burp proxy


• Many developers assume the browser is operating as expected


• And trust client-side controls


• This leads to many vulnerabilities

Servers and Browsers



The HTTP Protocol



• Scheme	 http


• Domain name	 www.example.com 

• Path	 	 page.html


• Query	 	 query=value, after ?


• Also called parameters


• Fragment	 fragment, after #

URL (Uniform Resource Locator)



• Resolves domain names like example.com to IP addresses

DNS



• First two lines are required

• Verb (also called the Method) and Host


• The rest are optional

HTTP Request



• Status code


• Response 
headers


• Content body

HTTP Response



• GET

• Requests content

• Not state-changing (usually)

• Don't send sensitive data in GETs

• Because it will be saved in server logs, referer headers, 

shortcuts, etc.

• POST

• Sends data to the server

• Intending to change the state of the server

Verbs



• Referer header shows what page the request came from

• Note the incorrect spelling


• The Referrer-Policy response header tells the browser to block 
the Referer request header


• But the browser may not honor the request

Referrer-Policy



Digital Certificates and HTTPS



• Provides a secure encrypted channel

• Assures that the server is genuine

• Prevents eavesdropping and AiTM (Adversary in the Middoe) 

attacks

HTTPS



Example



• Finds a DNS name from an IP address

• Limited value

• Some IPs host many websites

Reverse DNS



• Provides free Domain Validation (DV) certificates

• There are more expensive certificate types:

• Organization Validation (OV)

• Extended Validation (EV)

• They verify the owner's identity and reputation

• But the same cryptographic security

Let's Encrypt



• Force communication to use HTTP instead of HTTPS


• Or a lower TLS version


• Or a less-secure encryption method

Downgrade Attacks



• Configure server to accept only secure encryption methods


• Accept blocking old clients


• Redirect HTTP requests to HTTPS


• Restrict cookies to HTTPS only (secure)


• Include Strict-Transport-Security directive in your HTTPS 
response


• Tells browser this site uses HTTPS only

Preventing Downgrade Attacks



The Same Origin Policy



• Browsers isolate resources from different websites


• So they can't interfere with one another


• For scripts and cookies to be used on a page:


• Domain name and port number must match the URL

SOP (Same Origin Policy)



• SOP means no other site can reach in to read cookies on 
another site


• But every site can reach out and include content from another 
site

Reach Out



Web Cookies



• Small data strings stored in the browser


• Automatically included in every request to the server that set 
them


• Allows


• Custom web pages


• Remembering items in a shopping cart


• After login, requests are authenticated with a session cookie


• Targeted ads

Cookies



• The user can manipulate them

• The server must not trust important data from a cookie

• Like prices


• Unless the cookie has cryptographic protections

• Like a signed JWT

Cookies are Client-Side



• A cookie set by example.com


• is visible to subdomains cat.example.com and 
dog.example.com  

• But a cookie set on cat.example.com 


• is not visible to example.com or dog.example.com 

Cookies and SOP



• A way to reference 
elements of a Web 
page


• Used mainly by 
JavaScript


• Image from Wikipedia


• By  Birger Eriksson - Own 
work, CC BY-SA 3.0, https://
commons.wikimedia.org/w/
index.php?curid=18034500

DOM

https://commons.wikimedia.org/w/index.php?curid=18034500
https://commons.wikimedia.org/w/index.php?curid=18034500
https://commons.wikimedia.org/w/index.php?curid=18034500
https://commons.wikimedia.org/w/index.php?curid=18034500


• https://www.w3schools.com/js/tryit.asp?filename=tryjs_doc_cookie

DOM Example



• JavaScript can reference cookies through the DOM

• As allowed by the same origin policy


• Unless the cookies are set with the httponly attribute

• This prevents injected scripts from stealing cookies


• The secure attribute tells the browser to only transmit the cookie 
over HTTPS

JavaScript and Cookies



• HTML5 introduced Cross-Origin Resource Sharing (CORS)

• Can loosen the Same Origin Policy to enable data sharing with 

trusted websites

• Web Storage API

• A way for sites to store data without using cookies

CORS



Common Web Vulnerabilities



Cross-Site Scripting (XSS)



• User submits a color parameter


• Page applies that color to some text

XSS Example



• This is the attack string


• Resulting HTML

XSS Example



• Web frameworks may contain XSS protection

• Avoid inserting data from user into output code

• Select from a list of known good values instead

XSS Countermeasures



Cross-Site Request Forgery (CSRF)



• Web pages often include content from other domains

• Ads

• Photos

• Analytics links

• etc.


• The Same Origin Policy allows this data

• But isolates the content from the rest of the page

• Both POST and GET are allowed to other domains

• Including the cookies for that other domain


• But the response can't be seen by the main web page

Content from Other Domains



• Include an unpredictable hidden value on the form

• CSRF attackers can't guess the token value

• Valid requests must come from a browser viewing the expected 

source page

• Derive the token from the session cookie to ensure it can only be 

used in that session

Anti-CSRF Token



• Cookies can have the SameSite=Strict attribute


• Blocks sending cookies from any other domain


• But this is a client-side request


• Cannot be trusted

SameSite



More Vulnerabilities and Mitigations



• Use HTTPS and a quality framework


• Don't disable protection features in the framework

Security Recommendations





• A response header

• Reduces exposure to XSS

• SpecIfies authorized sources for scripts, images, etc.

• BUT it relies on the browser to implement it

Content-Security-Policy



• Can leak information to a server

• Allows it to access the source URL in the DOM as 

window.opener 
• Block this behavior with these attributes on the <a>, <area>, or 

<form> tag that sends the request to the external site

• rel="noreferrer" 
• rel="noopener" 

• Implemented on the client-side

Referer



• Content-Security-Policy 
• Blocks XSS


• Referrer-Policy 
• Controls referer header information


• Strict-Transport-Security 
• Loads page over HTTPS only, never HTTP


• X-Content-Type-Options 
• Tells browser to trust the Content Type header

• Prevents MIME type sniffing (guessing)


• X-Frame-Options 
• Controls whether the page renders in an <iframe>, <frame>, 

<embed>, or <object>

HTTP Response Headers
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