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Status of this Meno

This meno provides information for the Internet community. It does

not specify an Internet standard. Distribution of this nmeno is
unlimted.

This docunent is an Internet-Draft and is in full conformance with
all provisions of Section 10 of RFC 2026: Internet-Drafts are working
docunents of the Internet Engineering Task Force (I ETF), its areas,
and its working groups. Note that other groups may al so distribute
wor ki ng documents as Internet-Drafts

Di scussi on and suggestions for inprovenent are requested.
Distribution of this draft is unlinited. This docunment will expire
bef ore Decenber 2010

1. Introduction

1.1. Mtivation
There are several challenges facing the Internet.
| Pv4 addresses are becom ng scarce.

There is a great deal of IPv4 infrastructure that is working and
woul d be expensive to replace.

The | Pv6 network defense infrastructure is not nature and wel |l -
t est ed.

Thi s paper provides a draft overview of IPvX |PvX nmakes use of a
si mpl e extension of address space using the avail abl e space in the
option field of the I1Pv4 header. It draws on sone concepts of RFC
1385, The Extended Internet Protocol[1l], for the use of the |Pv4

option space and sone concepts to maxinize forward conpatibility with
| PvX, and backward conpatibility with |Pv4.

1.1.1. | Pv4 Address Exhaustion

The | Pv4 address exhaustion was an concern back in the early
1990's[2,3]. In response to this, work was done to provide
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sol utions[ 4-8].

1.1.2. 1Pv4 Infrastructure and Backward Comnpatibility

The success of the Internet exceeded the expectations of nobst network
research scientists. The Internet is now being used for various

pur poses, such as banking, health care, public safety, entertainnent
and social networking. It has grown far beyond a research interest.
There is a significant anount of |Pv4 infrastructure, sonme, of which,
cannot be easily replaced. Because of this, any practical solution
to these problens should be conpatible with today's software and
hardware as nuch as possi bl e.

1.1.3. |1Pv6 Network Defense Infrastructure
The network defense infrastructure for IPv6 is not mature and well -

tested[9]. |Pv4 deploynent had several grow ng pains and security
issues [10-12]. It is inportant to avoid security "surprises" that
come with a full-out I Pv6 deploynment. Full 1Pv6 roll out is not

vi abl e for security reasons.

1.2. Coals of IPvX
I PvX is being proposed to do the follow ng:
(1) Facilitate the transition to AAAA, or 128 bit, DNS records

(2) Provi de for operation and devel opnent of 128 bit applications
in a mxed and interoperable I Pv4 and | PvX

(3) Mai ntai n heal thy operation of |Pv4d while efficacious to
i ndi vi dual organi zations

(4) Al'low the nove to 128 bit addressing while not requiring
changes to | Pv4 networKks.

(5) Al'l ow secure coexi stence of 128 bit | PvX and | Pv4 networks.
(6) Encourage the use of secure DNS systens.

(7) Provide an easy nmigration to | PvX | everagi ng the network
security features and operation of |Pv4.

1.2.1. Discussion of the Goals of |PvX

This proposal seeks to take advantage of the success of the Internet
Protocol Suite, the greatest part, of which, is probably the
flexibility of IPitself. There is a reasonabl e understandi ng of
attack surfaces of the I Pv4 protocol that is leveraged in this
proposal. The intent of IPvX is to use the features and capabilities
of IPv4, maintain current working infrastructures, while noving to
the AAAA, or 128 bit, DNS records. The additional address space will
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provi de the needed for the growh of the Internet. 1In addition, the
| PvX address will use the | Pv6 addressing conventions (RFCs), when
advant ageous.

Li ke the transition from FM nono to FM stereo and from bl ack and
white television to color television, this RFC proposes a nechani sm
to allow the end-user network to use IPv4 as long as is econonically
viabl e or desired and to transition to | PvX when desired, with, at

| east, the same information assurance than before, wi thout the end-
user having to do anything new. The effort of the migration and
adaptation is placed where it bel ongs:

At an organi zation capable of setting up and maintai ni ng DNSsec
service and capabl e of providing a high performance | Pv4/1PvX
Net wor k Address Translation (NAT) service for its users within
its border network. This activity, henceforth, will be called
the I P Super Center (ISC).

Exanpl es of an | SC woul d be the Internet Service Provider (ISP)
| arge universities, or large organi zations with a sinilar network
adm nistration staff.

Usi ng nmost of the | Pv6 address space allows the use of sone of a 128

bit addressing schemes without the added chall enge of necessitating a
dual stack operation for every node and host, which nore than doubl es
the conplexity of conputer system network, and security

adm nistration. In addition, this RFC strongly suggests using DNSsec
as a necessary conponent, further reduci ng exposure to malicious DNS

attack vectors.

2. Advant ages

The advantages of IPvX are simlar to those articulated in RFC
1385[ 1] and are repeated for enphasis. |PvX has the follow ng
advant ages:

(1) It allows the Internet to have a 128 bit address space that
appears to be the nost pressing requirenment of today’s
net wor ks.

(2) It reduces the anount of nodifications to current systens and
greatly ease the difficulties in transition. |In particular,

it does not require the upgraded hosts and subnet routers to
run two set of protocols in parallel

(3) It requires no changes to all assigned | Pv4 addresses and
subnet structures in |local area networks, and

(4) It requires no nodifications to ARP/ RARP, | CMP, TCP/ UDP
checksuns in the | Pv4 header
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(5) It allows | Pv4 hosts to conmmunicate with any hosts in other
networks via a sinple address translation service, during the
transition period.

(6) It eases the difficulties of transition by not requiring
upgrades to networks behind the | SC

(7) It provides trivial mechanismfor IPv4 to IPvX within a subnet

(8) It provides appropriate IPv4 and | PvX interconmunication

mechani sns.

3. Assunptions

(1) An | PvX address is a conbination of the network portion of a
valid I Pv6 address with a valid public IPv4 address in the
| ast four octets of the 128 bit address field.

(2) An organi zati on wants to address of all of its hosts but may
not want all external networks to address all of the
organi zation's hosts.

(3) An organi zati on does wants very few, if any, |IPv6 hosts to be
able to tunnel through its defensive systems in order to
comruni cate with an |1 Pv4 system

4. | PvX Conponents

4.1. |1PvX Header: Sinple use of I Pv4d Option Space

The I PvX Header is in Figure 1 below. The Option Space of the |Pv4
header is nore than sufficient to hold 128 bit addresses. Carefu

use of the 128 bit addresses is required. A portion of the Option
Space will carry a SOURCE- EXTENDED address and a DESTI NATI ON- EXTENDED
addr ess.
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Figure 1: | PvX Header

0 1 2 3

01234567890123456789012345678901

B T I S I T T e a T S S o S S S I T s
1 |Version| |IHL |Type of Service]| Total Length |

B T I S I T T e a T S S o S S S I T s
2| I dentification | Fl ags| Fragment O f set |

B T I S I T T e a T S S o S S S I T s
3] Tinme to Live | Pr ot ocol | Header Checksum |

B T I S I T T e a T S S o S S S I T s

4 | Sour ce Host Number |
B T I S I T T e a T S S o S S S I T s
5 | Desti nati on Host Number |
B T I S I T T e a T S S o S S S I T s
6 | PvX I D | | PvX | | PvX |
| | Option Length | Opt i ons |
B T I S I T T e a T S S o S S S I T s
7 | (Reserved for future use) |
B T I S I T T e a T S S o S S S I T s
8 | Source Network Nunber SA1 |
B T I S I T T e a T S S o S S S I T s
9 | Source Network Nunber SA2 |
B T I S I T T e a T S S o S S S I T s
10| Source Network Nunber SA3 |
B T I S I T T e a T S S o S S S I T s
11| Sour ce Networ k Nunber SA4 (1 Pv4d Source) |
B T I S I T T e a T S S o S S S I T s
12| Desti nati on Network Number DAl |
B T I S I T T e a T S S o S S S I T s
13| Desti nati on Network Number DA2 |
B T I S I T T e a T S S o S S S I T s
14| Desti nati on Network Number DA3 |
B T I S I T T e a T S S o S S S I T s
15| Desti nati on Network Number DA4 (1 Pv4 Destination) |

I T S S S e T T T S S e e s T e e

4.1.1. Fields of the | PvX Extension
Field Bits Descri ption

Ver si on 4 The Version field is identical to that of |Pv4.

is set purely for conpatibility with | Pv4d hosts.

I HL 4 I nternet Header Length is identical

to that of

IPv4. It is set to the length of |PvX header

purely for conmpatibility with | Pv4.

| PvX Expi res Decenber 2010 [ Page 5]

It



I nternet-Draft | PvX August 2010

Type of Service 8 The ToS field is identical to that of |Pv4.
Total Length 16 The Total Length field is identical to that of I|Pv4.
Identification 16 The ldentification field is identical to that

of |Pv4.
Fl ags 3 The Flags field is identical to that of |Pv4.
Fragment O f set 13 The Fragnent Offset field is identical to that

of |Pv4.
Tinme to Live 8 The Tine to Live field is identical to that of |Pv4.
Pr ot ocol 8 The Protocol field is identical to that of |Pv4.
Header Checksum 16 The Header Checksumfield is identical to that

of IPv4. This is used for the |IPv4 nodes. However,
the 1 PvX Checksum at the end will be used by
I PvX nodes for speed of processing.

Sour ce Host Nunber 32 The Source Host Nunmber field is used for
identifying the source host but is unique only
within the source network (the equival ent of the
host portion of the source |Pv4 address). This
address will be used in the |ocal networks behind
the 1SC to provide interoperability and an
econom ¢ path toward migration to | PvX

Desti nati on Host Number 32 The Destination Host Nunber field is used for
identifying the destination host. This is used
i ke the Source Host Nunber above, except for
destinati on addresses.

I PvX I D 8 The IPvX ID field equals to Ox8A or 1 00 01010.
The IPvX ID value is chosen in such a way that,
to I Pv4 hosts and | Pv4 routers, an | PvX appears
to be an I Pv4 packet with a new | Pv4 option of
foll owi ng paraneters fromthe | Pv4 specification
1 00 01010 has the meani ng gi ven bel ow

| PvX Option Length 8 The 1 PvX Option Length field is 40, or the
maxi mum needed for the dual 128 bit addresses
with availability for options and Reserved areas.

Reserved for future use 8 This is reserved for future use.

Reserved for future use 32 This is reserved for future use.

This could possibly be noved to the end for a
rapi d checksum operati on, however, the
pseudoheader checksumwi |l be used as in |Pv6.

Sour ce Networ k Nunber 128 The first three 32 bit words (8-10) are the
source network number. The last 32 bit
word (word 11) is the old source |Pv4 address
whil e 1 Pv4 address space is not exhausted.

Destinati on Network Nunmber 128 The first three 32 bit words (12-14) are the
destinati on network nunber. The last 32 bit
word (word 15) is the old destination |IPv4d
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address while | Pv4 address space is not exhausted.

Meani ng of 1 00 01010
1 00 01010
copy bit set dass is Control Option is a new val ue

4.1.2. Header Conpatibility Features
The 1 PvX header has the following conpatibility features

(1) I PvX achi eves maxi num backward conpatibility with | Pv4 by
maki ng the extended space appear to be an IPv4 option to the
I Pv4 hosts and routers that can be ignored by them while
bei ng the new 128 bit address for the |IPvX nodes, using some
of the appropriate | Pv6 addressing conventions, for |nternet
conmuni cati ons.

(2) When an | Pv4 host receives an | PvX packets, the | PvX addresses
are safely ignored as it appears to the |IPv4 hosts as an new
I Pv4 option. So an | PvX packet destined to an | Pv4 host
arrives without a need for subnet routers to be upgraded
during the transition period.

(3) The value in the IPvX ID field allows the | PvX hosts or
routers to determ ne whether a packet is an |IPv4 packet or an
| PvX packet. Because the |IPv4 source and address fields are
popul ated, the I Pv4 routers can act on the packet.

(4) In IPvX, the Network Nunbers and Host Nunbers are separate.
The | Pv4 address field is the Host Nunber and the |PvX
address, or the 128 bit address in the IPv4d option field, is
the Network Nunber. It is conprised of an assigned | Pv6
network address, with the last four octets being the | Pv4
addr ess.

(5) The Host Nunber has meaning within a | ocal network behind and
I SC. CQutside of the I1SC, the Host Nunmber is the routed
address, to maintain conmpatibility with I Pv4 routers.

(6) For the reasons expounded in the IPv6 RFC, there will be no
checksumin the extended address field.

4.1.3. Host Nunber Conpatibility Features
The Host Nunber concept has the follow ng advant ages:

(1) It maintains full conpatibility between |IPv4 hosts and | PvX
hosts for communi cations within one network.

Note: The Network Number is not needed, initially, for
communi cations within a network. It can be used at a | ater phase

| PvX Expi res Decenber 2010 [ Page 7]



I nternet-Draft | PvX August 2010

of inplementation (see transition to I PvX below). A host can
omt the Extension field if it does not need any ot her
information in the Extension field, when it conmunicates with
anot her host within the same network [Possibly even over an | Pv4
net wor k] .

(2) It allows the | Pv4 subnet routers to route | PvX packet by
treating the Host Nunber as the | Pv4 address during the
transition period, therefore the subnet routers are not
required to be updated al ong the | SCs.

(3) It allows ARP/RARP to work with both I PvX and | Pv4 hosts
wi t hout any nodifications.

(4) Net wor k Address Translation (NAT), or port translation can
occur fromthe 1SCto as far back in the custoner network as
is judged desirable froma econonic and/or security
standpoint. During the transition period when the |Pv4
addresses are still unique, the network portion of the |Pv4
addresses can be directly extracted and mapped to the last 32
bits of the I PvX Network Nunbers. At the point there are no
nore | Pv4 machines on the Internet, this will not be an issue.

4.2. 1 PvX Super Center (ISC

The 1 PvX Super Center (1SC) is any border area device that does the
fol | owi ng:

(1) Supports | PvX
(2) Can easily inplement DNSsec

(3) Has the ability to perform NAT/ PAT functi ons between | Pv4
addresses and | PvX addresses for all devices behind it.

5. Magration
Changes to a systemare as foll ows:

(1) An | SC nust be added if the site wishes to nove to 128 bit
addr esses

(2) If a site cannot run an ISC, it joins an Internet Service
Provi der with one.

(3) 128 bit DNS entries nmust be made for hosts with the | SC
network prefix prepended for those choosing the | PvX service

No ot her changes shoul d be necessary in the interim
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6.

6.

| PvX Network Operation

Figure 2, below, illustrates the basic operation of |PvX
Fo- e e o - + Fo- e e o - E O S + Fo- e e o - E O S + Fo- e e o - +
| 1 PvX | | 1 PvX | [1PvX + +| PvX | [1PvX | | 1 PvX |
| In|...| 12| | 11] | 21| | 22| .. .| 2n|
Ho - oo -+ B T C T s B T L, Ho - oo -+

I I I I I I

| Fomm e m - - + | +--m - - + |

Fomm e e e + | | | Fomm e e e aaaaa +

| 77111 Il
Ho--- - + I I Ho--- - +
|1 Pv4  +--+ Homm - - +-- - - - - -+ LI R R e | 1Pvd |
I i1 [ [ (I | ++ 21|
Homm - - + +- -+ | | | + + | | | +--t+ | - +
Homm - - L e R T i S I S i S S S S L R TR +
|1 Pvd | | N | (I N | IN| |1 Pvd |
| 12+------ + +-+ | PvX | | | | + ] IPvX +-+  +----+ 22|
R + | A | Gateway +-+-+l +-+-+ Gateway | | A | R +
#oet || 114+ ||

AR LT e L I I B R AT A 4 *
[1PvA | | - N #o- | [IPV4 |
| Aneew L | 4+ |
[ + o e e oo - B T + [ +

Figure 2 - Overview of |IPvX

The node types are given in the I PvX Network Node Types section.

1. [ PvX Network Node Types

For this section and followi ng sections, the follow ng nodes are
def i ned:

H( xy) is an I Pv4 node y in an | PvX network X
F(xy) is an IPvX node y in an | PvX network X
| SCx is the IP Super Center for network Xx

Transition to I PvX

In this section, we outline a plan for transition to IPvX. It is
very simlar to what was proposed in RFC 1385.

I PvX greatly reduces the complexity of transition.

(1) There is no need for the updated hosts and subnet routers to
run two protocols in parallel in order to achieve
interoperability between old and new systens.
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(2) During the transition, IP hosts can still comrunicate with any
machi nes in the sanme network w t hout any changes.

(3) When the I PvX Host Nunbers (i.e., the 32-bit |IP addresses) are
still globally unique, |IP hosts can contact hosts in other
networks via translation service provided in the border
routers.

The transition proceeds as foll ows:

7.1. Phase O:

a) Using the I Pv6 addressing schenme with the exception that the |ast
32 bit word is reserved for the | Pv4 address, inplement the
routing protocol.

b) Assign new Network Nunbers to existing networks.

7.2. Phase 1:

a) Update all backbone routers and border routers.

b) Update DNS servers.

c) Start translation service.

7.3. Phase 2:

a) Update first the key hosts such as mail servers, DNS servers, FTP
servers and central machi nes.

b) Update gradually the rest of the hosts, when economically and and
safe to do so.

7.4. Phase 3:

a) Update subnet routers.

b) Wthdraw the transl ation service.

The transl ation service can be provided as | ong as the Host |Ds

(i.e., the 32-bit I P address) are still globally unique. Wen the IP

address space is exhausted, the translation service will be w thdrawn

and the remaining | P hosts can only communi cate with hosts within the
the sane network. At the sane tine, networks can use any nunbers in
the 32-bit space for addressing their hosts.
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