Observing HTTP Status Packets With WireShark

Installing the WireShark Packet Sniffer
1. Use your virtual machine/.

2. Open Internet Explorer and go to WireShark.org
3. At the top left of the WireShark main page, click the Download link.

4. In the Download a stable release section, click the SourceForge.net link.  Find any location in the USA and click the Download link.

5. In the Information Bar box, click OK.

6. Click in the Information Bar at the top of the Internet Explorer window, and click on Download File.

7. In the File Download – Security Warning box, click Run.

8. In the Internet Explorer – Security Warning box, click Run.

9. In the WireShark Setup Wizard box, click Next.  Click through the installer screens accepting all the default selections.

10. When a WinPCap Setup box appears, click Next.  In the next screen, click I Agree.  At the Completing screen, click Finish.  (WinPCap is a program that captures packets so WireShark can analyze them, so you need to install it.)

11. When the WireShark Setup screen says Installation Complete, click Next.  At the Completing screen, click Finish.

Viewing a Web Page and Deleting Temporary Internet Files
12. Open Internet Explorer and go to samsclass.info
13. In the Internet Explorer window, click Tools, Internet Options.  On the General tab, in the Temporary Internet Files section, click the Delete Files button.  In the Delete Files box, check the Delete all offline content box and click OK.  In the Internet Options box, click OK.

14. Now all local copies of Web pages have been deleted, so when you refresh this page later, we will be able to see the whole thing load from the Web server.

15. Resize the Internet Explorer window so it’s visible, but out of the way on the screen.

[image: image1.jpg]Wireshark: Capture Interfaces

Description Packets Packetsfs

@l Generic diop acpter

8l 4D PCNET Fanity Ethernet adapter (Werosot'sPecket Scheder) 152.166.2.24




Capturing Packets with WireShark
16. Click Start, All Programs, WireShark, WireShark.
17. In the The WireShark Network Analyzer window, point to the upper-left button.  A yellow ScreenTip appears, saying List the available capture interfaces… as shown to the right on this page.  Click that button.

18. An WireShark: Capture Interfaces window opens, as shown below.  If more than one interface is shown, find the interface with an IP address starting with 192.168 – that’s the interface that goes to the Internet.  Click that Start button. 
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In the Internet Explorer window, click View, Refresh.  This requests a fresh copy of the Web page from the server.

20. The WireShark: Capture window should show some packets captured, as shown to the right on this page.  When I did it, I captured 135 packets, but you may see a somewhat different number because of random additional network traffic.  Click the Stop button.

Finding HTTP Status Packets
21. The (Untitled) – WireShark window now shows the details of the captured packets, as shown below on this page.  Click the gray Protocol column label to sort the packets by Protocol.  That puts all [image: image3.jpg]The Wireshark Network Analyzer,
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the HTTP packets together, as shown below.
22. Look at packets number 14 and 25 in the figure above on this page (packet number is in the leftmost column).  Packet 14 is a GET request for a file named urchin.js, a JavaScript file.  That file was received correctly, so after it arrives, packet 25 shows HTTP/1.1 200 OK.  This is an HTTP Status Code packet, indicating status 200 – OK.

23. Find as many different status codes as you can in this series of packets.  There is a list of status codes on page 293 in your textbook which may help guide you.
24. Repeat the process for one or two more Web sites, such as yahoo.com or msn.com.
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