Chapter 14: Security Policies and Training

Objectives

Define organizational security policy

List the types of security policies

Describe how education and training can limit the impact of social engineering

Organizational Security Policies

Organizational Security Policies

Plans and policies must be established by the organization

· To ensure that users correctly implement the hardware and software defenses

One of the key policies is an organizational security policy

Balancing Trust and Control

Three approaches to trust:

· Trust everyone all of the time

· Trust no one at any time

· Trust some people some of the time

Deciding on the level of control for a specific policy is not always clear

· The security needs and the culture of the organization play a major role when deciding what level of control is appropriate

What Is a Security Policy?

Security policy

· A written document 

· Plan to protect information technology assets

[image: image1.png]


Security policy functions:

· States overall intention and direction

· Details specific risks and how to address them

· Creates a security-aware organizational culture

· Ensure that employee behavior is directed and monitored

UC Berkeley Loyalty Oath 
In 1949, the University of California required all University employees to sign an oath 

In 1950, thirty-one "non-signer" professors were dismissed

Another teacher was fired for the same reason in 2008 at Cal State

· Links Ch 14a, 14b

Attitudes Toward Security

[image: image2.png]Users Want to be able to get their work done without restrictive security controls
System support personnel

Concerned about the ease of managing systems under tight security controls
Management

Concerned about cost of security protection for attacks that may not
materialize

Table 14-1 Possible negative attitudes toward security




Terms Used to Describe Rules

Standard

· A collection of requirements specific to the system or procedure that must be met by everyone

· Example: Only fully patched laptops can connect to the network

Guideline

· A collection of suggestions that should be implemented (not required)

Policy

· Document that outlines specific requirements or rules that must be met

· Frequently refers to standards and guidelines

What Policies Do

Communicate a consensus of judgment

Define appropriate behavior for users

Identify what tools and procedures are needed

Provide directives for Human Resource action in response to inappropriate behavior
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Figure 14-1 Security policy cycle



Policies may be helpful in the event that it is necessary to prosecute violators

The Security Policy Cycle 
First phase--risk management study

· Asset identification

· Threat identification

· Vulnerability appraisal

· Risk assessment

· Risk mitigation

Second phase--use the information from the risk management study to create the policy

Final phase--review the policy for compliance

Security Policy Cycle

Principles for Security Policy Development
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Be implementable and enforceable State reasons why the policy is necessary
Be condise and easy to understand Describe what is covered by the policy
Balance protection with productivity Outline how violations will be handied

Table 14-2  Policy must and should statements



 

Development Team

Designing a security policy should be the work of a team

· Including Management, Legal, Users

The team decides on scope and goals of the policy

Statements regarding due care are often included

Due Care

The obligations that are imposed on owners and operators of assets to exercise reasonable care of the assets and take necessary precautions to protect them

· Link Ch 14c

Due Care Examples

Employees will exercise due care in opening email attachments

Technicians will exercise due care when installing new equipment

· Don't leave password on a note taped to the monitor

Students will exercise due care when using computers in a lab setting

· Don't let other students see your password

Guidelines for Designing a Security Policy 

Notify users in advance that a new security policy is being developed

Explain why the policy is needed

Prior to deployment, give all users at least two weeks to review and comment

Types of Security Policies

Types of Security Policies

The term security policy becomes an umbrella term for all of the subpolicies included within it
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Acceptable encryption policy

Analog line policy

Anti-virus policy

Audit vulnerability scanning policy

Automatically forwarded e-mail policy

Database credentials coding policy

Dial-in access policy

Demilitarized zone security policy

E-mail policy

E-mail retention policy

Extranet policy

Information sensitivity policy

Router security policy

Server security policy

VPN security policy

Wireless communication policy

Table 14-3  Types of security policies

on
Defines requirements for using cryptography

Defines standards for use of analog dial-up lines for sending
and receiving faxes and for connection to computers

Establishes guidelines for effectively reducing the threat of
computer viruses on the organization’s network and computers

Outlines the requirements and provides the authority for
an information security team to conduct audits and risk
assessments, investigate incidents, to ensure conformance
to security policies, or to monitor user activity

Prescribes that no e-mail will be automatically forwarded to
an external destination without prior approval from the
appropriate manager or director

Defines requirements for storing and retrieving database
usernames and passwords

Outlines appropriate dial-in access and its use by authorized
personnel

Defines standards for all networks and equipment located in
the DMZ

Creates standards for using corporate e-mail

Helps employees determine what information sent or
received by e-mail should be retained and for how long

Defines the requirements for third-party organizations to
access the organization’s networks

Establishes criteria for classifying and securing the
organization’s information in a manner appropriate to
its level of security

Outlines standards for mil
routers and switches

imal security configuration for

Creates standards for minimal security configuration for servers

Establishes requirements for Remote Access IPSec or L2TP
Virtual Private Network (VPN) connections to the
organization’s network

Defines standards for wireless systems used to connect to
the organization's networks




[image: image6.png]o Weak passwords have the following characteristics:
o Thepassword contains fewer than 12 characters
© Thepasswordis a word found in a dictionary (English cr foreign)

© Thepasswordis a common usage word such as names of family, pets. friends, co-
workers, fantasy characters, etc., or computer terms and names, commands, sites,
companies, hardware, software.

o Birthdays and other personal information such as addresses and phone numbers.
o Wordor number patterns like qwerty, 123321, etc.

o Anyof the above spelled backwards or preceded or followedby a digit (e.g. secret],
Isecret)

Figure 14-2  Weak password information




Most organizations have security policies that address:

· Acceptable use

· Security-related human resources

· Password management and complexity

· Personally identifiable information

· Disposal and destruction

· Service level agreements

· Classification of information

· Change management

· Ethics

Acceptable Use Policy (AUP)

· Defines the actions users may perform while accessing systems and networking equipment

· May have an overview regarding what is covered by this policy

The AUP usually provides explicit prohibitions regarding security and proprietary information

Unacceptable use may also be outlined by the AUP

Acceptable use policies are generally considered to be the most important information security policies

Security-Related Human Resource Policy

· Information about technology resources

· How resources are used

· Acceptable use and security policies

· Penalties for violating policies

Due process

· Treating all accused persons in an equal fashion, using established rules and principles

Due diligence

· Any investigation into suspicious employee conduct will examine all material facts

 Password Management and Complexity Policy

· Can clearly address how passwords are created and managed

The policy should also specify what makes up a strong password
[image: image7.png]Strong passwords have the following characteristics:

o

o

Contain both upper and lowercase characters (e.g., a-z, A-Z)
Have digits and punctuation characters as well as letters e.g., 0-9,
1@8%"&*()_+~=""{}[]:"<>2,/

Are at least 12 alphanumeric characters long

Are not a word in any language, slang, dialect, jargon, etc.

Are not based on personal information, names of family, etc.

Figure 14-3 Strong password information





[image: image8.png]In general, you can visit us on the Internet without telling us who you are
and without giving any personal information about yourself. There are
times, however, when we or our partners may need information from you.
You may choose to give us personal informationin a variety of situations.
For example, you may want to give us information, such as your name and
address or e-mail, to correspondwith you, to process an order, or to
provideyou with a subscription. You may give us your credit card details
to buy something from us or a description of your education and work
experience in connectionwith a job opening for which you wish to be
considered. We intend to let you know how we will use such information
beforewe collect it from you. You may tell us that you do not want us to
use this informationto make further contact with you beyond fulfilling
your request. If you give us personal information about somebody else,
such as a spouse or work colleague, we will assume that you have their

permissionto do so

Figure 14-4 Sample Pl (privacy) policy




Personally Identifiable Information (PII) Policy

[image: image9.png]Tier Name

Gold

Silver

Bronze

None

Support Description

Fully supported

Partially supported

Installation only

No support

Table 14-4 Tiered SLA policy

Explanation

We will install, troubleshoot,
and help in the use of these
applications.

We will support these older
packages but will no longer
install them. The newest
versions mentioned in the
Gold tier will be installed
when systems are upgraded
or replaced.

We will install these products
but users must learn how to
use them on their own.

We will not assist in installing,
using, or troubleshooting any
products not covered in the
list above.

Microsoft Windows
Vista

Microsoft Windows XP
Professional

Microsoft Windows
2000 Professional

Microsoft Windows 98




Disposal and Destruction Policy

· Addresses the disposal of resources that are considered confidential

· Often covers how long records and data will be retained

· Involves how to dispose of equipment

· Such as destroying hard drives (link Ch 14d)

Service Level Agreement (SLA) Policy

Service level agreement (SLA)

· A service contract between a vendor and a client that specifies what services will be provided, the responsibilities of each party, and any guarantees of service

Service level agreement (SLA) policy

· An organizational policy that governs the conditions to be contained in an SLA

Many SLA policies contain tiers of service
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Prior to 1946 Patriotic, loyal, faith in institutions 75 million
1946-1964 Idealistic, competitive, question authority 80 million
1965-1981 Self-reliant, distrustful of institutions, adaptive

to technology 46 million
1982-2000 Pragmatic, globally concerned, computer literate,

media sawy 76 million

Table 14-5 Traits of learners



Classification of Information Policy

· Designed to produce a standardized framework for classifying information assets

Generally, this involves creating classification categories such as high, medium, or low
· And then assigning information into these categories

Change Management Policy

Change management

· Refers to a methodology for making changes and keeping track of those changes, often manually

· Seeks to approach changes systematically and provide documentation of the changes

Change management policy

· Outlines how an organization will manage changes in a “rational and predictable” manner so employees and clients can plan accordingly

Ethics Policy

Values

· A person’s fundamental beliefs and principles used to define what is good, right, and just

Morals

· Values that are attributed to a system of beliefs that help the individual distinguish right from wrong

Ethics

· The study of what a group of people understand to be good and right behavior and how people make those judgments

Ethics policy

· A written code of conduct intended to be a central guide and reference for employees in support of day-to-day decision making

· Intended to clarify an organization’s mission, values, and principles, and link them with standards of professional conduct
Education and Training

Organizational Training

Users need training in 

· The importance of securing information

· Roles that they play in security

· Steps to ward off attacks

All users need:

· Continuous training in the new security defenses

· To be reminded of company security policies and procedures

Traits of Learners 
[image: image11.png]“This latest phishing scam pretends o be from the Internal Revenue Service (IRS) and says that
by clicking on the ¢-mail link the recipient can speed up receiving theirrefund check. Thelink
takes themto a Website that asks for their bankaccount and bank routing numbers o the rebate
can be deposited directly into their bank account. To add an element of urgency, the message
alsoincludes a deadline for providing the information. However, according to the IRS it does
not initiate any taxpayer communicationsthrough e-mail. Inaddition, the IRS does not request
detailed personal information through e-mail or ask taxpayers for their PIN numbers, passwords
or other private accessinformation for their credit card, bankor other financial accounts.

How can we defend oursclves against thi? Oneway is to treat e-mail like a picture posteard that
yyou receive from a friend on vacation. The posteard—and e-mail—has these features:

o Anybody can read it— Just as anybody who’s nosy can read what's writtenona
posteard, e-mail likewise can be read as it weaves it way through the Internet. A good
idea is to not put anything private in an e-mail thatyou wouldn't wanta stranger toread.

o Youcan only read it - Theonly things you can do witha posteard is read it and then
stickilt on the refrigerator; it doesn’t have a return envelope so you can respond back to
the sender. E-mail should also be seen as “read only”, sodon’t click on embedded links
orprovide requested information.

o Ithas nothing else with it - While a letterin an envelope may also contzinother
documents a posteard cannot, and c-mail should be treated in the szme way. It's a good
idea not to accept any c-mail attachments unless the sender has notified you (and not by
c-maill) to expectit.

Figure 14-6  Phishing reminder message




Training Styles

Pedagogical approach--treats students like children

Andragogical approach--helping adults learn

There are different learning styles

· Visual learners

· Auditory learners

· Kinesthetic

Social Engineering

Tricking and deceiving someone to provide secure information

Phishing

· Sending an e-mail or other messagee 

· Falsely claims to be from a legitimate enterprise 

· An attempt to trick the user into surrendering private information

· Often links to a spoofed Web site

Variations on Phishing Attacks:

Spear phishing

· Custom  messages targeting specific people

Pharming

· Planting false DNS entries to deflect traffic later

· Data is stolen later from spoofed sites

Ways to Recognize Phishing Messages 

Deceptive Web links

E-mails that look like Web sites

Fake sender’s address

Generic greeting

Pop-up boxes and attachments

Insecure Web sites (not HTTPS)

Urgent request


Other Forms of Social Engineering 

Dumpster diving

· Involves digging through trash receptacles to find computer manuals, printouts, or password lists that have been thrown away

Shoulder surfing

· Watching an individual enter a security code or password on a keypad

Computer hoax

· An e-mail message containing a false warning to the recipient of a malicious entity circulating through the Internet
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