
Project 19: John the Ripper on Ubuntu Linux
10 Points

Start Your Ubuntu Virtual Machine
1. Start your Ubuntu machine and log in as usual.

Installing john the ripper
2. From the Ubuntu menu bar, click Applications, Accessories, Terminal.

3. In the terminal window, enter this command, then press the Enter key:

sudo apt-get install john
Enter your password when you are prompted to.  When you are asked to continue, enter Y.  
Creating Passwords to Crack

4. In the terminal window, enter this command, then press the Enter key:

sudo adduser user1

This will create a new user account named user1.  When you are prompted for a password, type in abc both times.  Enter your password when you are prompted to.  When you are prompted for Full name[], Room number[], Home phone[], Work phone[], and Other[], press Enter to accept the default values.  When you see the question Is this information correct? [y/N], enter Y.
5. In the terminal window, enter this command, then press the Enter key:

sudo adduser user2

This will create a new user account named user2.  When you are prompted for a password, type in wall both times.  Enter your password when you are prompted to.  When you are prompted for Full name[], Room number[], Home phone[], Work phone[], and Other[], press Enter to accept the default values.  When you see the question Is this information correct? [y/N], enter Y.
6. In the terminal window, enter this command, then press the Enter key:

sudo adduser user3

This will create a new user account named user3.  When you are prompted for a password, type in abc123 both times.  Enter your password when you are prompted to.  When you are prompted for Full name[], Room number[], Home phone[], Work phone[], and Other[], press Enter to accept the default values.  When you see the question Is this information correct? [y/N], enter Y.
7. In the terminal window, enter this command, then press the Enter key:

sudo cat /etc/shadow

This command prints out the shadow file, which contains hashed passwords.  You should see the three users you created with hashed passwords as shown below (your hashes will be different).
[image: image1.jpg]userl:$1$fmDgIvLZ$VaVRQQIEOVPDXY]FdkG8G/ 13601
user2:$1542gjm8LpsgzVeNGB5AGqsaVtCqigB30: 13601
user3:$1$2ByT/HnF$1UJ.yzo.8UXKQOidOXRPt . : 13601






Running john the ripper

8. In the terminal window, enter this command, then press the Enter key:

sudo john /etc/shadow

Enter your password when you are prompted to.  This command cracks the hashes, which are MD5s salted with a two-character salt.  Some passwords come up quickly, as shown below on this page.  Others take longer.  In this mode, john uses a configuration file that tests passwords in the order the designer found to be most effective.
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Loaded 7 passwords with 7 different salts (FreeBSD MDS [32/32])
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Saving the Screen Image
9. Make sure the john command can is visible, and at least one password has been found, as shown above on this page.

10. Press Ctrl+Alt to release the mouse, and click on the host Windows XP desktop.  Press the PrntScn key to copy whole screen to the clipboard.

11. On the host Windows XP desktop, open Paint and paste in the image.  Save it as a JPEG, with the filename Your Name Proj 19a.
Turning in your Project

12. Email the JPEG image to me as an attachment.  Send the message to cnit.123@gmail.com with a subject line of Proj 19 From Your Name.  Send a Cc to yourself.
Further Information

13. John installs files in a lot of places, and most of the information on the Internet is about other systems and not very helpful.  If you want to customize John, I recommend reading CONFIG and the other files in /usr/share/doc/john.  The configuration file is in /etc/john/john-conf.  To find all the john files, use this command:

sudo find / -name john
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