Ch 19: IDS, Firewalls, and Honeypots

Ch 19a: IDS, Firewalls, and Honeypots
Q1: What is an IDS?

A1: An Intrusion Detection System gathers information from within a computer or network, to find violations of security policy including unauthorized access and misuse.



Q2: What are the three ways to detect an intrusion?

A2: Signature recognition, anomaly detection, and protocol anomaly detection.



Q3: How does signature recognition operate in an IDS?

A3: Signature recognition is also known as misuse detection. It compares network traffic with a list of known intrusion models--enumerating badness.



Q4: How does anomaly detection operate in an IDS?

A4: Anomaly detection is also called "not-use" detection. A model is created of normal use, and any traffic that deviates from normal use is labelled an attack.



Q5: How does protocol anomaly detection operate in an IDS?

A5: Protocol anomaly detection looks for traffic that violates the RFCs defining network protocols, such as SMTP commands that are too large. This can protect a network from zero-day attacks.



Q6: What is network-based intrusion detection?

A6: Network-based intrusion detection uses a device placed on the network listening to all traffic for patterns that indicate an intrusion.



Q7: What is host-based intrusion detection?

A7: Host-based intrusion detection is installed on a single computer and checks for unauthorized activity.



Q8: What is log file monitoring?

A8: Log file monitors search through log files to identify malicious events.



Q9: What is file integrity checking?

A9: File integrity checkers, such as Tripwire, monitor system files to determine whether an intruder has changed them.



Q10: What is CSA?

A10: Cisco Security Agent is a host-based IDS. It is a software product that runs on Windows, Linux, and Unix machines, and it does not rely on signature matching.



Q11: What is a True Positive, and what is a True Negative?

A11: A True Positive is an alarm generated by a condition that warrants one. A True Negative generates no alarm when there is no condition that warrants alarm. Both these situations indicate the correct operation of an IDS.



Q12: What is a False Positive, and what is a False Negative?

A12: A False Positive is an alarm when there is not a condition that warrants one. A False Negative generates no alarm when there is a condition that warrants alarm. Both these situations indicate incorrect operation of an IDS.



Q13: What does Snort do?

A13: Snort is an open-source IDS. It performs real-time traffic analysis and packet logging, and can detect many attacks.



Q14: What is SnortSAM?

A14: SnortSAM is a Snort plugin that allows for automated blocking of IP addresses when working with a compatible firewall.



Ch 19b: IDS, Firewalls, and Honeypots
Q1: How does an insertion attack defeat IDS?

A1: An insertion attack adds packets to the stream which are accepted by the IDS but rejected by the target, obscuring the attack signature at the IDS. One way to do it is to add packets with invalid IP checksums.



Q2: How does an evasion attack defeat IDS?

A2: An evasion attack uses packets which are discarded by the IDS but accepted by the target, such as handshake packets with data in them.



Q3: How do complex attacks defeat IDS?

A3: A complex attack confuses the IDS by sending unexpected RST or FIN packets, or using long time delays that cause the IDS to discard packets, or using slightly invalid packets.



Q4: What tool demonstrates simple attacks, IDS evasion attacks, and false positives?

A4: SideStep



Q5: What tool is specifically designed to cause Snort alerts?

A5: Stick



Q6: Name two tools that intentionally fragment traffic in order to evade IDS:

A6: Fragrouter and Anzen NIDSbench



Q7: What does ADMutate do?

A7: ADMutate changes buffer overflow exploits randomly, so they still take effect, but won't be recognized by signature-based IDS systems.



Q8: What does a packet filtering firewall do?

A8: A packet filtering firewall decides what traffic to allow based on the contents of a single packet, such as source and destination IP address, port, or protocol.



Q9: What does a circuit-level gateway do?

A9: A circuit-level gateway conceals internal addresses by acting like a NAT server, and may restrict traffic based on session rules, such as when a session is initiated by a recognized computer. 



Q10: What does an application level firewall do?

A10: An application level firewall is also called a proxy. It filters traffic based on application-level data, and can deny specific commands like HTTP:POST.



Q11: What does a stateful multilayer inspection firewall do?

A11: A stateful multilayer inspection firewall performs packet filtering, and also acts as a circuit-level gateway and a proxy. An example is the Cisco PIX firewall.



Q12: What three techniques can determine the type, version, and rules of a firewall?

A12: Port scanning, firewalking, and banner grabbing.



Q13: How does firewalking work?

A13: Firewalking involves using traceroute-like techniques with various protocols and ports to collect information about networks behind firewalls.



Q14: What is banner grabbing?

A14: FTP, telnet, and Web servers typically send out banners upon request, which announce which service is running. Banner grabbing is just collecting those banners.



Q15: What is a common way to breach a firewall?

A15: Install network software on an internal system, and communicate with it using a port the firewall leaves open, such as TCP port 80.



Q16: What does HTTP Tunnel do?

A16: HTTP tunnel creates a bi-directional virtual data connection tunneled in HTTP requests and replies. This traffic usually gets past firewalls.



Q17: What is a reverse WWW shell?

A17: rwwwshell connects from the target to a WWW server run by the hacker by a legitimate-looking HTTP request. This looks like normal WWW traffic to the firewall, but it's actually a command shell on the target.



Ch 19c: IDS, Firewalls, and Honeypots
Q1: What does LOKI do?

A1: LOKI establishes a covert channel by transporting data in ICMP or DNS packets. That will get past many firewalls and IDSs.



Q2: What is ACK tunneling?

A2: ACK tunneling is sending data to a host behind a firewall with ACK packets only. It works because some packet filtering firewalls only apply the rules on SYN packets, and let all ACK packets through. 



Q3: What is 007 Shell?

A3: 007 Shell is a covert shell ICMP tunneling program like LOKI.



Q4: What is ICMP Shell?

A4: ICMP Shell allows remote shell access to a system, sending all traffic through ICMP, like LOKI.



Q5: What does AckCmd do?

A5: AckCmd is a command shell for Windows 2000, sending all traffic via TCP ACK packets. 



Q6: What does Covert_TCP do?

A6: Covert_TCP 1.0 sends files over a network, one byte per packet, in the TCP/IP header.



Q7: What does Firewall Tester do?

A7: Firewall Tester uses a packet generator tool (ftest) on one side of a firewall and a listener (ftestd) on the other side to test firewalls and IDS systems. It is not simple to use, but very powerful.



Q8: What is a honeypot?

A8: A system placed there just so it will be attacked, so attackers waste time, and so their attacks can be analyzed.



Q9: What is the Honeynet Project?

A9: A non-profit research organization of security professionals, developing and deploying distributed honeypot systems so the data they collect can be correlated.



Q10: What is SPECTER?

A10: SPECTER is a smart honeypot or detection system. It provides massive amounts of decoy content and generates decoy programs that will leave hidden marks on the attacker's computer.
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