Ch 20: Buffer Overflows

Q1: Why is C especially vulnerable to buffer overflows?
A1: Because functions such as strcat(), strcpy(), sprintf(), vsprintf(), bcopy(), gets(), and scanf() do not check to see if the buffer is large enough before placing data into it. Also, C allows direct pointer variations.



Q2: What are the two vulnerabilities needed for a buffer overflow attack?
A2: A lack of boundary testing and a machine that can execute code that resides in the data/stack segment.



Q3: What are Push and Pop operations?
A3: Push puts an item of data onto the stack, and Pop removes an item of data from the stack.



Q4: What is the EIP?
A4: The Extended Instruction Pointer indicates the address of the instruction that is currently being executed. When a function is called, the EIP is saved on the stack for later use.



Q5: What is the ESP?
A5: The Extended Stack Pointer indicates the current position on the stack. 



Q6: What is the EBP?
A6: The Extended Base Pointer is a static point used for referencing stack-based information like variables and data in a function. It almost always points to the top of the stack for a function.



Q7: What is Shellcode?
A7: Shellcode is machine language that executes the /bin/sh command, giving the attacker a command prompt. Buffer overflow exploits trick the system into executing shellcode that is passed in as data.



Q8: What is a Stack?
A8: A Stack is a Last-in, First-out data storage mechanism. The stack is used to pass arguments to functions and to reference local variables. The stack is created at the beginning of a function and released at the end of it.



Q9: What is the Heap?
A9: The Heap is a segment of memory used to store dynamically allocated variables, using the malloc() function.



Q10: What are the two types of buffer overflow attacks?
A10: Stack-based buffer overflow and Heap/BSS-based buffer overflow.



Q11: What are the two ways to detect buffer overflow vulnerabilities in a program?
A11: Look at the source code for boundary checks, or feed the application large amounts of data to provoke abnormal behavior.



Q12: What is a NOP sled?
A12: A NOT sled is a long run of NOP (No Operation) instructions placed before a shellcode. They are used to make buffer overflow exploits more reliable.


Q13: How does ADMutate alter a buffer overflow exploit?
A13: It replaces the NOP sled with other equivalent instructions, encodes the shellcode with an XOR operation, and randomizes the return pointer.



Q14: List four ways to protect software from buffer overflows:
A14: Manually audit code, disable stack execution, use safer C libraries, use Java instead of C.



Q15: What is RAD?
A15: Return Address Defender is a patch for a C compiler that stores a copy of return addresses in a safe area, to prevent buffer overflows.



Q16: What is StackGuard?
A16: StackGuard is a C compiler that creates code that is largely immune to stack smashing attacks.



Q17: What is Immunix?
A17: Immunix is a secure Linux distribution similar to Red Hat Linux 7.0. It hardens system components so that they "fail safe", stopping instead of giving control to an attacker.
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