Chapter 11: Hacking Code

[image: image1]Common Exploit Techniques
Buffer Overflows and Design Flaws 

· History

Buffer over-runs in the mid-1990s

Then C library vulnerabilities

Then string vulnerabilities, off-by one buffer overruns, and database vulnerabilities

Then web-based attacks

Then integer overflow vulnerabilities 

Mudge

Peiter C. Zatko (better known as Mudge) 

Did early research on Buffer Overflows

Member of L0pht and CULT OF THE DEAD COW

Testified before a Senate committee in 1998
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Links Ch 11a, 11b, 11c

Stack Buffer Overflows 

Easiest and most devastating buffer overrun 

The stack is simply computer memory used when functions call other functions

Example

When the strcpy function is called, the segments are as shown
Extended Instruction Pointer
The Extended Instruction Pointer (EIP) is the register used by the processor to indicate which command is being executed

The values marked "Return Link" in yellow on the figure are loaded into the EIP when a function returns

· So if a hacker can control the EIP, they can execute arbitrary code (own the box)

Famous Buffer Overflows

Since 1995 there have been over a thousand buffer overflow vulnerabilities exposed to the public

· Nimda (Windows)

· Slammer (SQL Server)

· Scalper (FreeBSD)

· Slapper (Apache and OpenSSL)

· Witty (ISS RealSecure)
Stack Buffer Overflow Countermeasures 
Practice safe and secure coding standards 
· Validate data

· Call functions properly

Check your code

· Regular code audits

· Especially for sprintf(), vsprintf(), strcat(), strcpy(), gets(), scanf(), etc.

Prohibit use of old, dangerous C functions like strcpy

Employ stack execution protection
· Windows has had Data Execution Prevention since Win XP SP2

· Available for other operating systems too

Use compiler tools to detect stack overruns

· In Microsoft Visual C++, use the /GS option

· For gcc, use  StackShield or StackGuard or Libsafe

Demonstration
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[image: image6.jpg]#include <stdio.h>

int main(int argc, char* argv(l)
£
Printout (argvi1l);
return 0;
+

int Printout(char* input)
{
char buf(16];
strepy(buf, input);
printf("%s\n", buf);
¥



Damn Vulnerable Linux 1.0

01_exploitme01 application

Source code

Uses strcpy to copy user input to a buffer

No validation

Segmentation Faults

[image: image7.jpg]Table 11-1: The Different Types of Overlong UTF-8 Characters Possible for / and \

[Escape | comment

|%6c0%af |2-byte overlong UTF-8 escape

|%e0%80%af | 3-byte overlong UTF-8 escape

962501 | Double-escape; %25 is an escaped % character
%9350 | Double-escape; %35 is an escaped 5 character
|925%35%63 | Double-escape, where every character in %5c is escaped
|99%35%63 96, then escaped 5 and escaped ¢

%2550 | Escape %, then 5¢

|%u005¢ |2-byte Unicode escape




The 01_exploitme01 application crashes with no input, or with input too large

Gnu Debugger

[image: image8.jpg]<script language="vb" runat="server">
sub Application_BeginRequest (Sender as Object, E as EventArgs)
If (Request.Path.IndexOf(chr(92)) >= 0 OR _
System.T0.Path.GetFullPath (Request.PhysicalPath) <> Request.
PhysicalPath) then
Throw New HttpException (404, "Not Found")
End If
End Sub
</script>



Registers: eax, ebx, … ebp, eip

· Temporary storage of data

· Most important for us is the eip

Extended Instruction Pointer

· Address of the next instruction to be executed

· If we can control this pointer, we can execute arbitrary code

· We 0wn the box

Injecting a Long String

Fill stack with As

eip is 41414141 – four bytes of A in ASCII
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Setting up linux-libc-dev (2.6.20-15.27

Setting up libc6-dev (2.5-Gubuntuld
Setting up dpkg-dev (1.13.24ubuntus) ...
Setting up libstdc++6-4.1-dev (4.1.2-Gubuntud)
Setting up g++-4.1 (4.1.2-Bubuntud)

Setting up g++ (4.1.2-lubuntul)

Setting up build-essential (11.3
yourname@s214-00L:~s 1s

Desktop ©rawplcs findesp.c
yourname@s214-00L:~$ gcc Tindesp.c -o Tindesp
yourname@s214-00L:~s ./findesp

Stack pointer (ESP): Oxbfe5sess
yourname@s214-00L:~s ./findesp

Stack pointer (ESP): Oxbfe2afls
yourname@s214-00L:~s ./findesp

Stack pointer (ESP): 0xbf97blag
yourname@s214-00L:~5 ./findesp

Stack pointer (ESP): 0xbfa@5a3s
yourname@s214-00L:~s ./findesp

Stack pointer (ESP): Oxbffbe7fs





Controlling the EIP

This injection precisely targets the EIP with "CCCC" or 43434343
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Finding the ESP

[image: image9.jpg]cat exploitme00l.c

int main(int argc, char **argv, char **envp)
char buf [256] ;
strepy(buf, argv[1]);
return 0
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[image: image11.jpg]ydb> run

rogran received signal

SIGSEGY, Segnentation Fault,

2a;00000000 eb:40133FFA ook BFFFFAB0 ek 00000000
es1LBFFFFB0 edi1400150C0 esp:EFFFF334 cbp:BFFFFI3S
©510023 ds1002B esiO0ZB Fs:0000 gs:0000 ss:0028 o

Flags100010262
e1p:400854D0
ditszape

[0028: BrFFFasa] [stack]
FFFFSC4 © 70 FA FF BF 84 FAFF BF - 07 7B 00 40 70 FA FF BF pu.......d.Bp...
FFFF3B4 © 14 83 01 40 02 00 00 00 - F4 5F 01 40 Ad 66 01 40 16,10 10,16
FFFFSA4 £ 00 00 00 00 00 00 00 00 - 00 00 00 00 53 6120 00 11,0111 5a s
FFFF394 : 00 00 00 00 B3 FA FF BF - B1 83 04 08 B0 F3 FF BF L0101 111000

[0028: BrFrago] {dtal
FFFF3B0 : 53 6L 20 00 14 83 01 40 - 02 00 00 00 F4 5F 01 40 Sa ....0....._8
FFFFSC0 : A4 66 01 40 70 FA FF BF - 84 FA FF BF 07 7B 00 40 .F.6p........0.8

L0023: 40035410 code]

X400BGI0 <stropy+6:
400BEIGE <stropy+d:
4OUBBIGE <stropy+225:
AOUBBIAT <stropy+23:
x400BG4dS <stropy+28>:
x4008Gddh <stropy+27>:

novzbl (Hed), dex

wov L, (edc, deox, 1)

inc  fedk

test  fal, Zal

Jne 0i00BE4A0 <stropyrE>
hov  desi deax

x400854d0 in strepy ()

bran 1 T s




[image: image12.jpg]ydb> run

RARRARARARRARARARRAR

‘rogran received signal SIGSEGH, Segnentation Fault,

ax:00000000 ebx: 401334 ecx:FFFFFIBS edxiBFFFFC2d | oflags;00010246
51100000000 edi$400150C0  esp:BFFFFSS0 ecbpidl4ldldl  eip:dldldldl
©5:0023 ds1002B es1O0ZB 10000 gs:0000 ss:0028 odltsZaPec

0028 BrFFFas0] [stack]

FFFFS80 © 41 41 41 41 41 41 41 41 - 41 41 41 41 41 41 41 41 ARAAAAARAAAAAAAR
FFFFS70 © 41 41 41 41 41 41 41 41 - 41 41 41 41 41 41 41 41 ARARARAARARAAAAA
FFFFS60 © 4141 41 41 41 41 41 41 - 41 41 41 41 41 41 41 41 ARARAAAARARAAAAR

FFFFS50 : 41 41 41 41 41 41 41 41 - 41 41 41 41 41 41 41 41 ARARRARARARAARAA
0028: 40015000 [ dstal
00500 £ 00 00 00 00 00 1000 00 = 1A 04 02 00 7D FA FF BF .vvvvssibion
0015CD0 : 04 00 00 00 10 33 01 40 - 03 00 00 00 54 00 00 00 11111116,.1d, 1L
0023 41414141 "code]
xé1414141: Error uhile running hook_stop:

arnot. acoess nenory at address Ox41414141

41414141 in 22 ()




The Extended Stack Pointer is also needed for the exploit, so we can find the code we injected

This program finds the ESP

ESP on DVL 1.0

The ESP is always the same on a vulnerable operating system like Damn Vulnerable Linux 1.0 or 1.1

If you run the program several times, you get the same answer

ESP on DVL 1.4

The ESP is different each time

Buffer overflows will be much more diffcult to exploit

ESP on Ubuntu

A different ESP each time

Windows also has this "Address Space Layout Randomization" protection feature in Vista and Server 2008

Buffer Overflow Tutorial 
http://mag.damnvulnerablelinux.org/2008/05/buffer-overflow-tutorial-by-preddy-rootshell-security-group/ 

Heap/BSS/Data Overflows 

More difficult to write than stack overflows, but still dangerous

The heap is used by programs to allocate dynamic memory at runtime

There are no return function addresses to overwrite on the heap

These attacks depend on overwriting important variables or sensitive heap block structures that contain addresses 

Example of Heap Overflows

Titan FTP Server for Windows

· Bugtraq released August 30, 2004

Attacker passes a directory name longer than 20,480 bytes long to the CWD (change working directory) command 

Attacker can execute arbitrary code

· Exploit code at link Ch 11j

· Heap overflow article at link Ch 11k

Heap/BSS/Data Overflow Countermeasures 
Practice safe and secure coding standards 

· Validate data

· Call functions properly

Check your code

· Regular code audits

Some operating systems also add countermeasures to the heap 

· Windows Server 2003 and Windows XP SP2 check whether sensitive data in the heap blocks is correctly formed 

Format String Attacks 

The correct way to use the printf function is this:

· printf("Hello world. My name is: %s\n", my_name); 

The %s is a format string, telling C to print the my_name variable as a string
· Hello world. My name is: Stuart McClure 

Missing Format String
A sloppy programmer can do this:

· printf(my_name); 

So an attacker can add format strings like %s, %d, %u in the my_name variable, and read the contents of memory, or even write to memory

· Link Ch 11l

Format String Countermeasures

Validate input before using it
Always include the format specifier explicitly in functions, like this

· printf("Hello world. My name is: %s\n", my_name); 

Off-by-One Errors 
Here's an OpenSSH vulnerability discovered in 2002

· The programmer wrote

if (id < 0 || id > channels_alloc) 

· The only allowed values are from 0 to channels_alloc-1.
· The case id=channels_alloc was incorrectly handled, allowing privilege escalation

Off-by-One Countermeasures

Audit code!  The correct line was this:

if (id < 0 || id >= channels_alloc)

Input Validation Attacks

Ways to sneak malicious input past input validation

Canonicalization Attacks 

Canonicalization is converting input into its standard form, or canonical form

Example: the backslash character \

· \ 




in ASCII

· %2f 


in hexadecimal

· %2f or %c0%af
in Unicode

URL Directory Traversal

This URL would be blocked by a Web server because it has ../ characters 

· http://10.1.1.3/scripts/../../../../winnt/system32/cmd.exe?/c+dir 

This one might be allowed 

· http://10.1.1.3/scripts/..%c0%af..%c0%af..%c0%af../winnt/system32/cmd.exe?/c+dir 

Other Canonical-Form Exploits

There are many others, here are some examples

[image: image13.jpg]Table 11-2: Tools for Assessing and Improving Code Security

[ Name [ Language [ Link

‘ FXCop ‘ NET ‘ hitp://www.qotdotnet.com/team/fxcop (FXCop is also available in Visual Studio .NET
2005.)

[sPUINT le | http://clint cs virginia edu

|Flawfinder | cic++ | hitp://wwnw dwheeler com/flawfinder

[isa [coes | ttp-//wnw cigital com

| PREfast [croes | PREfast is available in Visual Studio NET 2005

[Bugscan | C/C++ binaries | hitp://wwnw logiclibrary com

[Codeassure | cic++, Java | itp://wwnw securesw com/products

| Prexis [cice+, Java | hitp://www ouncelabs com

‘ RATS ‘ C/C++, Python, Perl, ‘ hitp://www.securesw.com/resources/tools. html
PHP




Normalize Before Validation 

Canonicalization attacks work because code is scanned for illegal characters before it is converted to canonical form

Convert it first, and check for illegal characters afterwards

Canonicalization Countermeasures 
This script will prevent some canonicalization attacks against ASP.NET applications
[image: image14.jpg]ydb> run “perl -e ‘print’

x264 . "BEEI

» "Ceer

‘rogran received signal SIGSEGH, Segnentation Fault,

a:00000000 ebx: 401334 ecxiFFFFFIBD ediBFFFFL2d
51100000000 edi$400150C0  esp:BFFFFIB0 _cbp:42424242
©5:0023 ds1002B esiOOZB Fs:0000 gs:0000 ss:0028 o

Flags100010246
eip:d3434343
ditszaPe

[0028: BFFFF3B0]- [stack]
FFFFSEQ : 20 34 04 08 40 BC 00 40 - ECF3 FF BF E4 64 01 40 ,..0..0.....d.8
FFFFSD0 © 34 83 04 08 02 00 00 00 - F4 F3 FF BF C0 83 04 08 ;10,11 100,
FFFFS00 £ 02 0000 00 C0 82 04 08 - 00 00 00 00 EL 82 04 08 111111 1I1INN
FFFFSB0 : 00 00 00 00 F4 F3 FF BF - 00 FA FF BF F4 5F 01 4o .11 110 000

[0028:400iscco) {'dtal
O0I5CC0 £ 00 00 00 00 00 10 00 00 = 1A 04 02 00 T8 FA FF BF uovvvieraran
0015CD0 ; 04 00 00 00 10 33 01 40 - 0300 00 00 54 00 00 00 11 111116;.11d, 1L

[0023:43434343]- code]
x43434343: Error uhile running hook_stop:

arnot. acoess nenory at address Ox{3434343

%d43434343 in 72 ()





URLScan

Prevents malicious URLs from reaching an IIS Web server

Built into IIS 6 and later versions

Web Application and Database Attacks 
SQL Injection and many more
Coming up in the next chapter

Countermeasure: sanitize input before using it

Common Countermeasures 

People: Changing the Culture 

Process: Security in the Development Lifecycle (SDL) 

· Threat Modeling

· Code Audits, both manual and automated

[image: image15.jpg]Is1@box:/opt/wwuroot/htdocs/exploitmes$ cat findesp.c
include <stdio,h>

nsigned long get_sp(uoid){

_asn__("nov] asp, Zeax');

int. main(){
printf("Stack pointer (ESP): Oxixin”, gst_sp());



Tools

Security Testing 

Fuzzing

· Generating random and crafted input to test software

· This is how David Maynor 0wned the Mac via Wi-Fi  (link Ch 11m)

Pen Testing

· Experienced attackers testing application

Audits & Maintenance

Audit or Final Security Review 

· Check products before shipping

Maintenance

· Reports of vulnerabilities

· Patches and hotfixes

Last modified 11-12-08[image: image3.png]
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[image: image16.jpg]ds18box:/opt/wwuroothtdocs/exploitmess ,/findesp
tack pointer (ESP): 0:bFFFFafs
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[image: image17.jpg]exploitnedd.s exploitmeddl
5 . /exploitneool $EGG

§ exit

exit

bt exploitneool # ./findesp
stack pointer (ESP): oxbfdccado
bt exploitneool # ./findesp
stack pointer (ESP): oxbfc3Ffa0
bt exploitneool # ./findesp
stack pointer (ESP): oxbfe6fsfo
bt exploitneool # ./findesp
stack pointer (ESP): oxbfccd7do
bt exploitneool # ./findesp
Stack pointer (ESP): Oxbf3bSdco

exploitmeddl.c



