Community College 

Student Intern Position
Berkeley Lab and the Bay Region Community College Group announces a new Student Intern Position. Join America’s Oldest National Lab while you pursue your degree.  We have the following new position:

Cyber Security Student Intern
NOTE: This is a four month internship from date of hire with possible extension of up to twelve months, based on available funds, at the pay rate to be determined. Candidates must be currently enrolled students at a Bay Region Community College (e.g. Peralta District:  Alameda, Laney, Merritt, Berkeley), DVC, Contra Costa, Ohlone, Las Positas, Los Medanos, and City College of SF), and have taken the required coursework to qualify for the Internship/Trainee position.  Interns must be enrolled in an occupational work experience program at the college during the period of their internship and enroll in the required number of additional units at the college to participate in the program.

Position Summary:  Assist the Berkeley Lab cyber security team with various tasks to support the operational goal of protecting a national Laboratory from malicious and unauthorized computer activity. 

Primary Responsibilities and Duties: Tasks and projects have the potential to vary widely depending on your interest and abilities.  We have an immediate need to update our web presence at www.lbl.gov/cyber. Many of the pages on that site contain outdated information while others need updating. We have an ongoing need to evaluate new technology that detects and prevents malicious activity.  You would assist us in identify existing areas of exposure and evaluating new technology or products, commercial or open source, to mitigate this exposure. 

Skills and Requirements:  Knowledge about security Windows, OSX, and Linux operating systems.  Knowledge of cyber security concepts such as firewalls, patching, and disk encryption. Knowledge of common cyber security attack vectors such as malicious web pages, viruses, phishing, network scanning, and brute-force password attacks. Possesses the ability and desire to translate the above knowledge into documentation, recommendations, and procedures that are easily understood by non-IT professionals. Ability to modify and create html; knowledge of Dreamweaver especially beneficial. Knowledge of commercial and open source applications used for security, such as Snort, Bro, Nessus, Nmap, syslog-ng, and Splunk.

Strong written and interpersonal communication skills.  Demonstrated ability to work in a team environment. 

Application Deadline: open continuously

For immediate consideration, email your resume and a cover letter referencing this job to your college contact.  Your resume should include the names of local college faculty members who will serve as your primary references for your candidacy for the position. 

Student Interns must take a minimum of 9 credit hours in school and can work up to 20 hours a week during school (full time during vacations).
Please visit our website at: www.lbl.gov for more information about the Berkeley Lab and our employment opportunities.  Berkeley Lab is an AA/EEO employer committed to a diverse workforce.
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