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3.1. Debugging with GDB



GDB Actions



• Breakpoints 
• Stop execution so the user can examine 

variables and memory

• Data Display Debugger (DDD)

• GUI wrapper around a command-line 

debugger program (GDB, for example)

GDB Features



• Compile with the -g or -g3 option 

• gcc -g  
• Adds debugging information to the binary 

executable

• Allows source code debugging


• Avoid compiler optimizations

• Omit -O2

3.1.1. Getting Started with GDB



GDB Commands



Demo: badprog



Demo: badprog



• wget https://samsclass.info/COMSC-142/
proj/badprog.c


• gcc -g -o badprog badprog.c

• ./badprog

• Gives wrong answer

Demo: badprog



• gdb -q badprog

• break main

• run

• list

• list findAndReturnMax

• next

• print max

• next

• print max

• next

• print max


The max is 17 and 
never anything else

Demo: badprog



• delete

• y

• break findAndReturnMax

• run

• y

• list findAndReturnMax

• list

• delete

• y

• break 26

• display i

• display max

• display array1[i]

• continue

• continue

• continue

• continue

Demo: badprog



• Loop goes too far, reading past array

• max is not passed back to main



• run

• y

• where

• frame 1

• print arr

• print max

• delete 

• y

• break 30

• continue

• print max

• next

• next

• where

• print max

Demo: badprog



max is not passed to main



segfaulter



• wget https://samsclass.info/COMSC-142/
proj/segfaulter.c


• gcc -g -o segfaulter segfaulter.c

• ./segfaulter

• gdb -q segfaulter

• run

• where

• list

Demo: segfaulter



• print i

• print array[i]

• print array

• frame 1

• list

• print arr

NULL pointer 
dereference

Should allocate space 
for array, not set it to 
NULL

Demo: segfaulter



3.2. GDB Commands in Detail



• Tab completes a command

• Up and Down keys repeat commands

• Return repeats previous command

3.2.1. Keyboard Shortcuts in GDB



• help 
• break 
• run 
• continue 
• step 
• Goes to next line of source code


• next 
• Goes to next line of source code, treating 

a function call as one line

3.2.2. Common GDB Commands



• until  
• executes until the specified line number


• quit 
• list 
• where 
• frame 
• enable, disable, ignore, delete, clear 
• breakpoints


• condition 
• Sets conditional breakpoints

3.2.2. Common GDB Commands



• print 
• prints value one time


• display 
• Automatically shows value at each 

breakpoint

• x 
• Examines memory


• whatis 
• Shows data type of an expression

Commands for Examining and Evaluating 
Program State and Expressions



• set 
• Sets a variable's value


• info 
• Shows program and debugger state

• help info

Commands for Examining and Evaluating 
Program State and Expressions
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3.3. Debugging Memory with Valgrind



• Part of valgrind

• Highlights heap memory errors, like:

Memcheck



• Highlights heap memory errors, like:

Memcheck



bigfish

• Doesn't crash 
at write to 
bigfish array 
beyond 
bounds


• Crashes at 
free(littlefish)



• wget https://samsclass.info/COMSC-142/
proj/bigfish.c


• gcc -g -o bigfish bigfish.c

• ./bigfish

Demo: bigfish

• Doesn't crash at 
write beyond 
bounds


• Crashes at 
free(littlefish)



• sudo apt install valgrind -y

• valgrind -v ./bigfish

Demo: bigfish





3.4. Advanced GDB Features

Skip this section



3.5. Debugging Assembly Code



• wget https://samsclass.info/COMSC-142/proj/
simpleops.c


• sudo apt update

• sudo apt install build-essential gcc-multilib gdb -y

• gcc -m32 -o simpleops simpleops.c

• gdb -q simpleops

• break main

• run

• set style enabled off

• disassemble main

Demo: simpleops



Demo: simpleops



Useful GDB Commands



Useful GDB Commands



Use Linux with graphics 
• sudo apt install ddd -y

• ddd simpleops


• Failed on Kali

• Not worth the bother

Graphical Debugger



3.6. Debugging Multi-threaded Programs

Skip this section
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