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• Sam Bowne, PhD


• Instructor at City College San Francisco


• Corporate consultant for Infosec 
Decoded


• Web: samsclass.info


• Email:  
sam.bowne@infosecdecoded.com


• Mastodon: 
sambowne@infosec.exchange

Whoami

http://samsclass.info
mailto:sam.bowne@infosecdecoded.com
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• I am recording this talk and will post the video at


• samsclass.info


• Please put questions in the Zoom chat during the presentation.


• There's a Q&A section at the end which will not be recorded.

Introduction to this Presentation

http://samsclass.info
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Case Studies of Recent Incidents
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• The initial point of entry for the BlackCat ransomware affiliate 
was a server that did not have multifactor authentication enabled


• The cost of the Change Healthcare ransomware attack has risen 
to $2.457 billion


• Two months after the Change Healthcare ransomware attack, 
providers were still having difficulty verifying patients’ insurance 
information.



Slides and video available at samsclass.info

• Average admitted payment now up to $4.4 million


• Stroke code activation at hospitals close to one suffering from a 
ransomware infection jumped from 59 to 103


• Cardiac arrests at a nearby hospital dealing with an infected 
hospital's overflow of patients increased 81 percent, from 21 
cases to 38.


• Survival rates for out-of-hospital cardiac arrests with favorable 
neurological outcomes plummeted, from 40 percent pre-
ransomware infection to 4.5 percent during the incident.
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• You can't jump 
from zero to a 
mature defense 
system


• You must make 
gradual 
improvements


• To minimize 
business 
disruption

Cybersecurity Maturity
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First Steps

https://www.cisa.gov/ 
secure-our-world/secure-your-business

https://www.cisa.gov/
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Four Easy Ways to Protect Your Business
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Four Easy Ways to Protect Your Business
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What is a cybersecurity framework?
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https://nvlpubs.nist.gov/nistpubs/ 
SpecialPublications/NIST.SP.1300.pdf

https://nvlpubs.nist.gov/nistpubs/
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• To guide small-to-
medium sized 
businesses


• Who have modest 
or no cybersecurity 
plans


• To kick-start their 
cybersecurity risk 
management 
strategy

Purpose
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• Establish and monitor your business’s cybersecurity risk 
management strategy, expectations, and policy


• Understand


• Cybersecurity risks to your mission


• Legal regulatory, and contractual requirements


• Who within your business is responsible 


• For deploying and executing the cybersecurity strategy

Govern



Slides and video available at samsclass.info

• Identify


• Determine your current cybersecurity risks


• Protect


• Implement safeguards to reduce the risks


• Detect


• Find and analyze attacks and compromises

Specific Functions
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• Respond


• Contain, investigate, and eradicate after incidents


• Recover


• Restore assets and operations to normal function

Specific Functions
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Levels of Cybersecurity Maturity
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https://www.energy.gov/ceser/ 
cybersecurity-capability-maturity-model-c2m2

https://www.energy.gov/ceser/
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• You can't jump from zero to a 
mature defense system


• You must make gradual 
improvements

A Maturity Model
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Maturity Indicator Levels
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Domains
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Domains
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• Asset, Change, and Configuration Management (ASSET) 

• Manage the organization’s IT and OT assets, including both 
hardware and software, and information assets commensurate 
with the risk to critical infrastructure and organizational 
objectives.


• Threat and Vulnerability Management (THREAT) 

• Establish and maintain plans, procedures, and technologies to 
detect, identify, analyze, manage, and respond to 
cybersecurity threats and vulnerabilities, commensurate with 
the risk to the organization’s infrastructure (such as critical, IT, 
and operational) and organizational objectives.

ASSET and THREAT
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• Risk Management (RISK) 

• Establish, operate, and maintain an enterprise cyber risk 
management program to identify, analyze, and respond to 
cyber risk the organization is subject to, including its business 
units, subsidiaries, related interconnected infrastructure, and 
stakeholders.


• Identity and Access Management (ACCESS) 

• Create and manage identities for entities that may be granted 
logical or physical access to the organization’s assets. Control 
access to the organization’s assets, commensurate with the 
risk to critical infrastructure and organizational objectives.

RISK and ASSESS
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• Situational Awareness (SITUATION) 

• Establish and maintain activities and technologies to collect, 
monitor, analyze, alarm, report, and use operational, security, 
and threat information, including status and summary 
information from the other model domains, to establish 
situational awareness for both the organization’s operational 
state and cybersecurity state.


• Event and Incident Response, Continuity of Operations 
(RESPONSE) 

• Establish and maintain plans, procedures, and technologies to 
detect, analyze, mitigate, respond to, and recover from 
cybersecurity events and incidents and to sustain operations 
during cybersecurity incidents, commensurate with the risk to 
critical infrastructure and organizational objectives.

SITUATION and RESPONSE
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• Third-Party Risk Management (THIRD-PARTIES) 

• Establish and maintain controls to manage the cyber risks 
arising from suppliers and other third parties, commensurate 
with the risk to critical infrastructure and organizational 
objectives.


• Workforce Management (WORKFORCE) 

• Establish and maintain plans, procedures, technologies, and 
controls to create a culture of cybersecurity and to ensure the 
ongoing suitability and competence of personnel, 
commensurate with the risk to critical infrastructure and 
organizational objectives.

THIRD-PARTIES and WORKFORCE
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• Cybersecurity Architecture (ARCHITECTURE) 

• Establish and maintain the structure and behavior of the 
organization’s cybersecurity architecture, including controls, 
processes, technologies, and other elements, commensurate 
with the risk to critical infrastructure and organizational 
objectives.


• Cybersecurity Program Management (PROGRAM) 

• Establish and maintain an enterprise cybersecurity program 
that provides governance, strategic planning, and sponsorship 
for the organization’s cybersecurity activities in a manner that 
aligns cybersecurity objectives with both the organization’s 
strategic objectives and the risk to critical infrastructure.

ARCHITECTURE and PROGRAM
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Q & A
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• Gina M. Raimondo and Laurie E. Locascio, NIST Special 
Publication 1300: NIST Cybersecurity Framework 2.0: Small 
Business Quick-Start Guide (2024)


• https://nvlpubs.nist.gov/nistpubs/SpecialPublications/
NIST.SP.1300.pdf


•  CISA: Secure Your Business (2024)


• https://www.cisa.gov/secure-our-world/secure-your-business


•  Cybersecurity Capability Maturity Model (C2M2) from the U.S. 
Department ot Energy (2022) 


• https://www.energy.gov/ceser/cybersecurity-capability-
maturity-model-c2m2

Sources
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• Security Breaches in Healthcare in 2023


• https://www.hipaajournal.com/security-breaches-in-
healthcare/


• Change Healthcare Cyberattack Affected 100 Million Individuals


• https://www.hipaajournal.com/change-healthcare-responding-
to-cyberattack/


• Ransomware's ripple effect felt across ERs as patient care 
suffers


• https://www.theregister.com/2024/10/24/
ransomware_ripple_effect_hospitals/

Sources

https://www.hipaajournal.com/security-breaches-in-healthcare/
https://www.hipaajournal.com/security-breaches-in-healthcare/
https://www.hipaajournal.com/change-healthcare-responding-to-cyberattack/
https://www.hipaajournal.com/change-healthcare-responding-to-cyberattack/
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• About C2M2


• https://c2m2.doe.gov/about

Sources


